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. INTRODUCTION

mong the most significant develop-
Aments shaping the future of human-

ity is the digital transformation of
daily life, including through the digitalization
of public and private services. Access to the
internet, technology, digital skills, and digital
services are increasingly becoming essential
for everyday life and access to public services.

Additionally, the fundamental rights and
freedoms enshrined in the Constitution are
regarded as foundational values underpinning
the entire legal system. This aspect of fun-
damental rights and freedoms mandates that
public authorities take active measures to en-
sure that these rights are respected and their
enjoyment further enhanced (Article 15 of the
Constitution).

The digitalization of public services and
the integration of Artificial Intelligence (Al)
have become a reality in the local context, af-
fecting various sectors and numerous USers.
This development naturally brings challenges
related to the protection and effective exercise
of the fundamental rights and freedoms guar-
anteed by the Constitution.

The benefits of digitizing services are sig-
nificant. They include increased efficiency in
public administration, lower costs, reduced
human error, more streamlined and harmo-

nized administrative processes, eliminating
unnecessary bureaucracy, as well as promot-
ing sustainability, environmental conserva-
tion, and a reduction in corruption.

Over the years, Albania has undertaken pol-
icies related to the digitalization of activities
across all sectors. This process began with the
drafting of a strategic document on Informa-
tion and Communication Technologies (ICT)
in 2003 and was followed by the approval and

implementation of three strategic documents
related to the information society and the dig-
ital agenda.! Based on this approach, as ma-
terialized in the relevant strategic documents,
the manner of accessing public services in Al-
bania has undergone profound transformation
in the last decade.

Albania has transitioned from a system en-
tirely based on physical face-to-face interac-
tions at government offices between the state
and citizens/businesses, to a diversified sys-
tem that combines elements of direct and dig-
ital interaction through a unique government
platform. For the past two years, this has been
fully realized through the digital-only access
provided by the “e-Albania” platform.

The beginnings of the digitalization pro-
cess for public services and the initial effects
of using technology to ensure human rights
date back to 2014, with the introduction of ap-
plications for economic assistance. The pro-
cess started as a pilot project in three major
municipalities (Tirana, Durrés, and Elbasan).
Applications were submitted through the Na-
tional Electronic Registry of Social Services,
and beneficiaries were selected using a point-
based system according to a statistical formu-
la that included parameters empirically relat-
ed to the economic situation of the applicant’s
family. The process faced several issues, no-

1 Strategic documents include: (i) The Intersectoral Strat-
egy for the Information Society 2008-2013, approved by De-
cision of the Council of Ministers No. 59/2009, which out-
lined the main directions and development objectives in the
field of the information society. See: Intersectoral Strategy
“Digital Agenda of Albania 2015-2020”, p. 11; (ii) The In-
tersectoral Strategy “Digital Agenda of Albania 2015-20207,
which had as Strategic Priority 1: “Formulating policies for
the development of e-Governance and providing interactive
public services for citizens and businesses.” See: Intersectoral
Strategy “Digital Agenda of Albania 2015-2020”, pp. 27-29.
Strategjia_Agjenda_Digjitale e_Shgiperise_2015-2020.pdf;
(iii) The Intersectoral Strategy “Digital Agenda of Albania
2022-2026".
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tably the exclusion of many families who, de-
spite continuing to be in a difficult economic
situation, were not selected by the system. If
assessed by the appropriate structures, these
families would have been eligible for eco-
nomic assistance. These problems were also
highlighted by the People’s Advocate during
an administrative investigation addressing
complaints about exclusion from the eco-
nomic assistance scheme.? At the end of the
investigation, the People’s Advocate issued a
recommendation, requesting “concrete mea-
sures to review the scoring system formula for
economic assistance, including revisiting the
study conducted for this purpose.  Following
this recommendation, several indicators in the
scoring formula were improved by February
2015. As a result, the number of beneficiaries
increased, and the number of rejected families
decreased.*

However, despite these improvements, the
digitalization of the application process for
economic aid/assistance throughout Albania
was consistently accompanied by challeng-
es, especially for vulnerable groups. These
challenges have been identified and addressed
by the People’s Advocate’s institution, both
through official communications within ad-
ministrative investigations as well as through
recommendations directed to public adminis-
tration institutions.

In the People’s Advocate’s perspective, it
is the mission of state organs to address the
needs of citizens and not to limit themselves

2 The People’s Advocate identified the categories of
applicants who were excluded from receiving economic
assistance as follows: families that were clearly in difficult
economic conditions and lacked basic means of subsistence;
female heads of households who were divorced or had lost
their spouse; unemployed individuals who were not recip-
ients of any pension or other economic income; families
with one or two members; families that were claimed to be
self-employed.

3 Recommendation by the People’s Advocate, No. Doc.
201401869/4.

4 Commissioner for Protection against Discrimination,
Decision No. 190, dated 31.12.2015.

to implementing “results” from digital Sys-
tems based on automatic decision-making
through artificial intelligence algorithms with-
out proper analysis. The People’s Advocate
issued another recommendation stating: “The
Ministry of Health and Social Protection
should take measures to continuously coordi-
nate and evaluate the issues arising from the
use of electronic systems based on automatic
decision-making. Additionally, the Ministry
should implement a policy with a targeted
approach aimed at effectively improving elec-
tronic systems, considering alternative inter-
vention methods to avoid errors that create
inequalities and artificially exacerbate social
or economic disparities. ™

Since 2020, the unique governmental plat-
form “e-Albania” serves as a centralized por-
tal through which any interested person can
access electronic services offered by public
institutions in Albania via the internet. Ac-
cording to official data from “e-Albania, " this
platform currently offers over 1,237 electronic
services,® categorized according to the levels
of service automation of the United Nations
Public Administration Network (UNPAN).

On April 29, 2022, the Council of Minis-
ters approved Decision No. 252, dated April
29, 2022, “On the procedures for providing
online services by service-providing institu-
tions and the methodology for monitoring and
controlling the administrative activity of their
provision,”" which stipulates that from May 1,
2022, all services of all service-providing
institutions are to be conducted exclusively
through the “e-Albania” platform and per-
formed only electronically, ensuring the issu-
ance of the final document with an electronic

5 People’s Advocate, Recommendation for taking mea-
sures to coordinate and continuously assess the issues arising
from the use of electronic systems in providing social services
to citizens, Rec No. Doc. 202300529/10

6 Statistics, November 2023, https:// ’e-Albania ”.al/Pag-
es/Statistics/statistika.pdf

7 Published in the Official Gazette No. 66/2022
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seal or electronic signature. One of the main
aims of this decision was to eliminate direct
interaction and communication between citi-
zens and civil servants or employees at service
counters. Such interaction was considered as
one of the sources of corruption, creating long
queues, dissatisfaction, and complaints from
citizens.

On the part of citizens, essential services
are those that apply to family life, education,
employment, health and social protection,
contributions and pensions, judicial status,
business, licenses/permits, real estate, etc. A
significant portion of the services provided
through the platform relates to the group of
socio-economic rights, which by nature are
positive rights.® For this reason, their content
should be interpreted closely with the state’s
obligation to be pro-active and ensure the pro-
vision of adequate resources for citizens’ es-
sential needs in cases of disasters, illnesses,
disability, old age, and involuntary unemploy-
ment.

This decision was followed by the approv-
al of Decision of the Council of Ministers
(DCM) No. 370, dated June 1, 2022, “On the
approval of the Intersectoral Strategy - Alba-
nia Digital Agenda, and Action Plan 2022-
2026.” This Strategy aims to set goals for the
coming years, using modern data platforms
and digital technologies to understand citizen
needs, overcome resource scarcity, and adapt
to the new way of remote working, while
making further progress with government ser-
vice digitalization and cybersecurity skills de-
velopment.®

The Strategy considers the training of pub-

lic employees in the country (Point 5.1.1)
as an absolute prerequisite for implementing

8 Decision of the Constitutional Court, No. 33, dated
24.06.20210

9 Decision No. 370/2022 “On the Approval of the Inter-
sectoral Strategy - Digital Agenda for Albania and the 2022-
2026 Action Plan,” p. 3.

10 Ibid. p. 17

the Digital Agenda and adapting to up-to-date
technologies. Simultaneously, its implemen-
tation places every citizen of the Republic of
Albania before the challenge of interacting
within a digital state where accessing services
through the platform is the only way to realize
their fundamental rights and freedoms provid-
ed by the Constitution in Articles 18 (equali-
ty before the law and non-discrimination), 20
(rights and freedoms of national minorities),
41 (property rights), 42 (due legal process), 49
(2) (social protection of labour), 52 (right to
social security in old age, disability to work,
economic assistance), 53 (right to marriage
and family), 54 (special protection, children,
youth, pregnant women and new mothers), 55
(right to healthcare by the state), 57 (right to
education).

The digitalization approach is applied in
a geographical, economic, and social land-
scape that, for many reasons, cannot support
its functionalities creating barriers to its com-
plete implementation. Concerning internet
usage, according to INSTAT statistics, 99.9%
of citizens access the internet via mobile
phones (smartphones), while 23.5% use lap-
tops, 20.8% access it from computers (desk-
tops), and only 13.1% use tablets.!! The same
survey on the use of ICT by individuals aged
16-74 found that the activities with the high-
est increase in internet usage over the “last
three months” from the time of the interview
include accessing health data online (“e-Al-
bania” health section) (up by 18.3 percentage
points), internet banking (e-banking) (up by
5.0 percentage points), and communicatingvia

written messages (e.g., WhatsApp) (up by
2.8 percentage points).

11 INSTAT Survey on the Use of Information and Com-
munication Technologies (ICT) by Households and Individ-
uals 2022, https://www.instat.gov.al/al/temat/kushtet-sociale/
teknologjis%C3%AB-s%C3%AB-informacionit-dhe-komu-
nikimit-tik-n%C3%AB-familje-dhe-nga-individ%C3%ABt/
publikimet/2023/p%C3%ABrdorimi-i-teknolog-
jis%C3%AB-s%C3%AB-informacionit-dhe-komunikim-
it-n%C3%AB-familje-2023/
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In 2023, all categories related to electronic
interactions via the internet with public author-
ities and certain public services, such as web-
sites for citizen obligations (e.g., tax declara-
tions, change of address notifications), rights
(e.g., social benefits), official documents (e.g.,
ID cards, birth certificates), public education-
al services (e.g., public libraries, information
on school or university registration), and pub-
lic health services, experienced growth. The
highest increase was recorded in the category
of “downloading or printing official forms,”
which rose by 2.8 percentage points compared
to 2022, followed by the category “obtaining
information from websites or internet applica-
tions,” which increased by approximately 1.9
percentage points.

Despite the above-mentioned positive de-
velopments, the 2023 Progress Report for
Albania, Chapter 10: Digital Transformation
and Media,'? notes that: “... regarding online
public services, during the reporting period,
95% of applications for 1,217 public services
were made online, with 7,833,332 electroni-
cally sealed documents downloaded in 2022
by more than 2.8 million registered users on
“e-Albania.” Of these, 1.5 million are active
users. ...Authorities must ensure and simpli- fy
equal access for all citizens and reinforce
efforts to harmonize legislation with the Dig-
ital Service Act and Digital Market Act.” The
same Progress Report, Chapter 23: Judicia-
ry and Human Rights, notes that: “... other
barriers such as the lack of digital skills and
access to technology continue to limit Roma
and Egyptian citizens in fully enjoying their
rights and accessing increasingly digital pub-
lic services. Further efforts and resources are
needed to accelerate their inclusion, address
anti-Gypsyism, discrimination, and physical
segregation, to promote Roma participation

12 European Commission (2023), Albania 2023 Re-
port, Brussels, 8.11.20233, SWD(2023) 690 final, fq.94
https://neighbourhood-enlargement.ec.europa.eu/system/
files/2023-11/SWD_2023 690%20Albania%20report.pdf

and reduce the divide with the rest of the pop-
ulation.”

This digital divide will continue to deepen
as citizens who do not have digital connectiv-
ity will be unable to reap the long-term bene-
fits of innovation (information society), mod-
ernization, including the Internet of Things
(loT)* and interconnecting infrastructure
(“smart cities”'®). Logically, the larger the
digital gap, the greater the future effects. This
risk is not present only in societies like ours,
where the digital divide is significant, but also
in EU countries where the digital gap is mini-
mal. The so-called COVID-19 pandemic high-
lighted the social inequalities associated with
the weaknesses of internet networks, which
not only struggled to handle the increased in-
teraction flow despite promises of high-speed
internet (e.g., connection drops, poor connec-
tion quality) but also led to the isolation of
various social groups that either lacked inter-
net access or had substandard connectivity. A
survey by the Organization for Security and
Co-operation in Europe (OSCE), reported a
60% increase in internet usage compared to
the period before the pandemic.1®

13 Ibid, p. 40

14 The Internet of Things (10T) describes the network of
physical objects—"things”—that are embedded with sensors,
software, and other technologies for the purpose of connect-
ing and exchanging data with other devices and systems over
the internet.

15 “Internet Access as Fundamental Right-Explor-ing
aspects of connectivity”, European Parliamentary Re- search
Service, 2021, fq.2. https:// www. europarl. europa. eu/ Req
Data/ etudes/ STUD/ 2021/ 696170/ EPRS__ STU
(2021)696170_EN.pdf

16 OECD Policy Responses to Coronavirus (COVID-19)
“Keeping the Internet up and running in times of crisis”,
2020,https://www.oecd.org/coronavirus/policy-responses/
keeping-the-internet-up-and-running-in-times-of-crisis-
4017c4c9/
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IlI. ACCRONYMS

PA People’s Advocate

Al Artificial Intelligence

NISA National Information Society Agency

SCA State Cadastre Agency

EU European Union

FRA European Union Agency for Fundamental Human Rights
ENNHRI | European Network of National Human Rights Institutions
ECtHR European Court of Human Rights

ECHR European Convention of Human Rights

CPD Commissioner for Protection from Discrimination

LPD Law on Protection from Discrimination

ICT Information and Communication Technology

CRIPDP | Commissioner on the Right to Information and Personal Data Protection
UNPAN United Nations Public Administration Network

INSTAT | Institute of Statistics

EC European Charter

EA Economic Aid

ICT Information and Communication Technology

OSCE Organization for Security and Cooperation in Europe
ADISA Agency for Provision of Integrated Public Services
CRPD Convention on the Rights of Persons with Disabilities
IECD Institution for the Execution of Criminal Decisions

ADC Agency for Dialogue and Co-governance

OECD Organization for Economic Cooperation and Development




lll. METHODOLOGY

This report is prepared in accordance with
the methodology designed by the Peo- ple’s
Advocate, which includes setting ob- jectives,
discussing them, together with related issues
and sub-issues, with represen- tatives of the
structures under the People’s Advocate. The
process also involved exten- sive desk review
and research, as well as field discussions with
representatives of the Regional Offices of the
People’s Advocate and other institutions,
including non-profit organizations (NPO) at
the local level. The aim of this methodology
was to ensure an inclusive consultative
process, based on an analysis of the existing
legal framework and the information
available from various sources, including the
People’s Advocate and other accessible
sources.

The approach that was followed combines
elements of research work with the qualitative
method of in-depth interviews (discussions).
This approach is considered optimal for gath-
ering data on attitudes, experiences, and/or
perspectives, especially in respect of issues
that needed further exploration.

The research work included identification
and assessment of the domestic legal frame-
work, including ratified international acts, as
well as national strategic documents in the
fields of administrative law, digitalization of
public services, protection of personal data,
and protection from discrimination.

The assessment also included documents
of the European Network of National Human
Rights Institutions (ENNHRI) on the impact
of Al on human rights,* studies conducted by
the European Union Agency for Fundamental

1 https://ennhri.org/wp-content/uploads/2023/11/
ENNHRI-Preparatory-Paper-on-Engagement-by-NHRIs-on-

Human Rights (FRA), and similar institutions
such as the Défenseur des droits (People’s Ad-
vocate in France) on the Dematerialization of
Public Services.?

Parallel to the research work, meetings
were held in eight cities: Kukés, Shkodér,
Vloré, Berat, Sarandé, Pogradec, and Drop-
ull, where the Regional Offices of the Peo-
ple’s Advocate operate, as well as in Fier with
representatives of the Regional Officeof the
Commissioner ~ for  Protection  from
Discrimination. These meetings were aimed at
gathering and assessing data regarding the
approaches and perspectives of citizens and
representatives of central and local institu-
tions as well as civil society. They were con-
ducted under the supervision of the represen-
tative of the Regional Office of the People’s
Advocate with the participation of citizens,
representatives of the Legal Aid Office, So-
cial Services, local government units, and
various NPOs engaged in the protection ofthe
rights of national minorities or persons with
disabilities. The discussions were char-
acterized by an inclusive approach and par-
ticipants were given the opportunity to pres-
ent their viewpoints and express different
perspectives.

Following the findings in the field, it was
deemed necessary to hold in-depth meetings
and discussions with the Commissioner for
the Right to Information and Protection of
Personal Data, as well as the Commissioner
for Protection from Discrimination. These
meetings included discussions on complaints

2 https://fra.europa.eu/en/publication/2023/older-peo-
ple-digital-rights?page=3#read-online

3 https://www.defenseurdesdroits.fr/rapport-dema-
terialisation-des-services-publics-trois-ans-apres-ou-en-
est-265#:.~:text=La%20d%C3%A9Imat%C3%Arialisa-

Al-Related-Human-Rights-draft-developed-by-consultant.

tion%200ffre%20de%20nouveaux,pour%20nombre%20

pdf

d’entre%20eux.
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submitted by citizens to these institutions and
the manner of handling them as required by
the applicable legislation.

Based on the objectives of the project, the
report was structured on four fundamental
themes that constitute its pillars and the dis-
cussions also centred on these pillars:

(1) Access

(it) Discrimination

(i) Privacy

(iv) Transparency and Accountability

At the conclusion of this process, the cur-
rent report was written based on the aforemen-
tioned four pillars, including all the legal and
factual aspects identified in accordance with
the methodology.

The draft report underwent internal con-
sultation with the responsible structures at the
People’s Advocate. Following careful reflec-
tion on these comments, the authors incor-
porated them accordingly in the draft report,
which was then submitted for consultation to
still more stakeholders/actors.

Specifically, the findings, conclusions,and
recommendations were discussed at a
consultation roundtable organized by the
People’s Advocate on February 29, 2024. This
event saw the participation of represen- tatives
from the CRIPDP (Commissioner for the
Right to Information and Personal Data
Protection), CPD (Commissioner for Protec-
tion from Discrimination), ADC (Agency for
Dialogue and Co-governance), SCA (State
Cadastre Agency), NISA (National Informa-
tion Society Agency), the Ministry of Health
and Social Protection, the Directorate of Free
Legal Aid in the Ministry of Justice, as well as
representatives from various NPOs. Par-
ticipants had the opportunity to address ques-
tions to the experts and engage in extensive
discussions on all aspects highlighted in this
Report. The comments and suggestions from

institutional representatives and stakeholder
groups most affected by the implementation of
the digital approach were included intothis
report.



IV. EFECTS OF TECHNOLOGY IN THE SOCIETY

Access to the internet (connectivity), tech-
nology, and fundamental rights and freedoms
form a trinomial without which our daily lives
can no longer be thought of. The circum-
stances stemming from this trinomial have a
tremendous effect on economic development
within the country, as well as affecting each
individual and society as a whole.

The concept of digitalization implies the
use of information and communication tech-
nologies, including the interconnection and
networking of these technologies. Digitaliza-
tion involves the processing and networking
of what is digital; thus, big data, Al, technol-
ogy platforms, cryptocurrencies, blockchain
technologies, the Internet of Things (loT), and
3D/4D printing are some of the technologies
associated with digitalization.

Digitalization, which has spread across all
areas of life, carries economic and social op-
portunities which enable people to save time
and money, as well as to facilitate commu-
nication and have access to public services.
Digitalizing public services brings undeniable
advantages, especially for those citizens who
find it easy to interact with digital technology.
However, not all citizens can benefit equally
from this positive and dynamic process, both
in Albania and in EU countries, due to the lack
of necessary skills required to use digital tools
or due to financial constraints to afford them.
In this context, across EU countries and be-
yond, there is an ongoing debate about digital
access and inclusion for specific segments of
society (the elderly, persons with disabilities,
minorities, etc.) and the elimination of the
digital divide that exists between different so-
cial groups due to lack of internet access.

Legislators and law enforcement agencies
may find it difficult to understand the exis-

tence of discriminatory (one-sided) systems,
because understanding the effects requires
comprehensive analysis, including through
statistical data analysis. Such data can be ob-
tained through surveys, periodic assessments,
or various polls regarding quality, access, effi-
ciency, user satisfaction, or surveys dedicated
to specific elements within a service (informa-
tion on how the service is obtained, response
time, clarity of responses for different groups,
etc.). In the local context, a culture of period-
ic analysis by institutions focusing on service
delivery and user satisfaction has not yet been
established.

Internet access is a prerequisite for inter-
acting through technologies and consequently
exercising fundamental rights and freedoms.
An individual without the necessary internet
connection loses the opportunity to participate
in processes and opportunities that are part of
daily life.! Even though the internet has exist-
ed since 1960, today, internet connectivity is
as important as access to electricity, water, or
healthcare services.? This is also why, at the
international level, there is a debate among
policymakers (within the European Commis-
sion structures,® UN Special Rapporteur?), the
European Court of Human Rights (ECtHR),
constitutional courts, and the academia about
the need to include the right to internet access

1 P. 1, https://www.europarl.europa.eu/RegData/etudes/
STUD/2021/696170/EPRS STU(2021)696170 EN.pdf

2 Statement by President von der Leyen at the roundta-
ble ‘Internet, a new human right” after the intervention by Sir
Berners Lee, 28 October 2020,
https://ec.europa.eu/commission/presscorner/api/files/docu-
ment/print/en/statement 20 1999/STATEMENT 20 1999
EN.pdf

3 https://www.europarl.europa.eu/RegData/etudes/
STUD/2021/696170/EPRS _STU(2021)696170 EN.pdf

4 Report of the Special Rapporteur on the promotion and
protection of the right to freedom of opinion and expression,
Frank La Rue* https://www2.ohchr.org/english/bodies/hr-
council/docs/17session/A.HRC.17.27 en.pdf
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in the catalogue of fundamental rights.

In some countries, the Constitution it- self
provides for the right to internet access
(Greece and Portugal). The ECtHR in the case
of Yildirim v. Turkey confirmed that the right
to internet access is linked to the right to in-
formation and communication as provided in
the constitutions of many countries. For this
reason, it can be concluded that referring to all
general safeguards protecting freedom of
expression, the right to quiet internet access
should also be recognized.®

Earlier, in 2008, the German Federal Con-
stitutional Court concluded that the general
right of personality (Article 2, paragraph 1,
and Article 1, paragraph 1, of the Basic Law)
guarantees the confidentiality and integrity of
technical information systems. The focus of
this decision was on status negativus notably
that in view of the freedom to express one’s
personality peacefully, the individual should
expect the state to guarantee the integrity and
confidentiality of systems.®

Recently, the Belgian Federal Ombudsman
recommended to introduce the right to inter-
net access as a fundamental right in the Con-
stitution.” In the academia this issue is dis-
cussed as either a standalone right or as a right
that derives from and is related to the freedom
of expression and the right to information, or
from the right to equal treatment and human
dignity.

The debate on the meaning and constitu-
tional provision of the right to internet access
is ongoing, and there is still no clear position

5 Case of Ahmet Yildirim v. Turkey (Application no.
3111/10) Paragraph 31 of the Decision: “It can thereforebe
inferred from all the general guarantees protecting free- dom
of expression that a right to unhindered Internet access
should also be recognised,”

6 Decision of the Constitutional Court of Federal Ger-
many, 1 BvR 370/07 - 1 BvR 595/07 https://www.bundes-
verfassungsgericht.de/SharedDocs/Entscheidungen/
DE/2008/02/rs20080227 1bvr037007.html

7 https://www.federaalombudsman.be/en/aanbeveling-
recht-op-toegang-tot-het-internet

from the EU structures, or the member states
themselves, or from the academia for that mat-
ter. In all cases, there is awareness that consti-
tutional codification is not the “magic wand”
that will close the digital divide, but merely a
step towards achieving that result.

Digitalization and automation of public
services are inextricably linked to fundamen-
tal rights and freedoms, especially human
dignity, which, according to the Albanian
Constitutional Court, is a constitutional value
and the source from which flow all the other
rights recognised by the constitution as funda-
mental rights.® In the digital age, the human
element should remain part of the systems, not
only to avoid automated decisions but also
because technology cannot be blindly trusted
to be neutral and objective.® Guaranteeing hu-
man dignity specifically includes respecting
individuality, identity, and personal integrity,
as well as equality before the law.® For this
reason, legislators and law enforcement agen-
cies should draft acts and policies using the
lens of “human dignity” to develop and imple-
ment inclusive approaches that place the “cit-
izen” at the centre and leave no one behind.

Based on the constitutional guarantees an-
alysed, among others, by the Albanian Con-
stitutional Court, citizens have the legitimate
expectation that the legal framework will be
drafted in accordance with the respect for and
protection of human dignity. Therefore, the

8 Decision No. 65, dated 10.12.1999, and Decision No.
20, dated 20.04.2021, state that: “Dignity has absolute pre-
cedence and stands at the core of the entirety of the values
expressed by the Constitution. It represents a special consti-
tutional value that takes precedence over others, as it inher-
ently encompasses human rights and plays a decisive role
in the interpretation of all principles of the legal system and
constitutional order.”

9 David Danks and Alex John London, ‘Algorithmic
Bias in Autonomous Systems’, Proceedings of the 26th
International Joint Conference on Atrtificial Intelligence
(AAAI Press 2017); Monika Zalnieriute, Lyria Bennett
Moses and George Williams, ‘The Rule of Law and
Automation of Government Decision-Making’ (2019)

10 Decision of the Federal Constitutional Court of Ger-
many BVerfGE 144, 20-367, dated January 17, 2017
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legal framework should be developed with
the premise that the individual is capable of
making their own decisions and being respon-
sible for their own choices. In this view, it
should remain their choice and responsibility
to choose access the available public services
whether online or offline. Self-guaranteeing
human personality establishes as a prereg-
uisite that a person, according to the criteria
they set for themselves, have full control over
their life and cannot be forced to choose ways
of living that are fundamentally incompatible
with their own vision and worldview.!!

International Regulatory Framework

Based on the rapid development of digital
technologies and their direct and indirect im-
pact on citizens’ lives, there have long been
efforts at both national and international levels
to create and adopt the necessary framework
regulating the use of digital technologies in
everyday life. These joint efforts aim to ensure
that technological developments and the pro-
vision of public services through digital plat-
forms are standardized, secure, and accessible
to all citizens while simultaneously protecting
their fundamental rights.

The international regulatory framework,
which will be discussed for the purpose of this
study, includes the field of artificial intel-
ligence (Al) and more specifically the field of
public service digitalization. The regulatory
framework regarding Al is deeply intertwined
with the framework for digitalizing public
services, as both areas require clear standards
and rules to ensure safety, transparency, and
efficiency in the use of technology. Regula-
tions addressing Al aim not only to govern the
use of Al in various sectors, but also to

11 Decision of the Federal Constitutional Court of Ger-
many 2 BVR 2347/15, 2 BVR 2527/16, 2 BVR 2354/16, 2 BVR
1593/16, 2 BVR 1261/16, 2 BVvR 651/16, dated February 26,
2020, p. 225 of Selected Decisions of the Federal Constitu-
tional Court of Germany, Konrad Adenauer Stiftung, 2020

help create a trustworthy environment for in-
tegrating Al into public service delivery. In
this way, the digitalization of public services
benefits from these rules by ensuring that
advanced technologies are used responsibly
and effectively, guaranteeing personal data
protection and improving service quality for
citizens. Therefore, the regulatory framework
for Al and the one for digitalization of public
services are interconnected and reinforce each
other in building a safe and sustainable tech-
nological ecosystem.

Regulatory Framework regarding Arti-
ficial Intelligence

Given the rapid progress of Al technology,
efforts to regulate it internationally are still
developing. As we will see below, two of the
most important initiatives laying the founda-
tion for the necessary regulatory framework
regarding the use of artificial intelligence have
been recently finalized in 2024. This indicates
that there is intensive global effort to address
the challenges of modern technology and to
create rules and standards that will shape the
future use of Al.

In December 2023, European Union leg-
islators reached a political agreement on the
draft of the Artificial Intelligence Act, the
world’s first binding AI Act that provides the
legal framework for the use of Al systems in
EU countries. Al systems considered to pose
a “high risk” to safety, health, and the respect
for fundamental human rights will only be
allowed after meeting the requirements and
obligations to access the European market.
In May 2024, the Council of the European
Union formally approved the EU Atrtificial
Intelligence Act,*2 marking an important step
in the regulation of artificial intelligence. This
Act introduces a harmonized regulatory

12 https://www.consilium.europa.eu/en/policies/artifi-
cial-intelligence/timeline-artificial-intelligence/
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framework to ensure that Al systems are safe,
transparent, and respect fundamental rights.
The Act represents a crucial step towards the
digitalization of public services, establishing a
foundation for a future where advanced tech-
nology enhances efficiency, transparency, and
accessibility of services. By creating a regula-
tory framework for artificial intelligence, the
Act ensures that Al systems used for public
service provision meet strict standards for
safety, fairness, and accountability. This regu-
latory approach not only promotes the respon-
sible use of Al technologies, but also fosters
innovation in digital services, enabling public
institutions to use Al for tasks, such as auto-
mating administrative processes and improv-
ing citizen engagement through intelligent
virtual assistants. As public services increas-
ingly embrace digital transformation, the EU
Artificial Intelligence Act serves as a founda-
tion for building trust in these technologies,
ensuring they are used in ways that are both
ethical and effective in meeting public needs.

In May 2024, the Committee on Artificial
Intelligence in the Council of Europe approved
the Framework Convention on Artificial Intel-
ligence and Human Rights, Democracy, and
the Rule of Law (“the Convention”).® The
Convention represents the first international
treaty on Al that will be legally binding for its
signatories. It aims to ensure that the devel-
opment and use of Al guarantee the standards
for human rights, democracy, and the rule of
law. 4

During the drafting and consultation phase
of this convention by the Council of Europe’s
Committee on Atrtificial Intelligence (CAl),
the institution of the People’s Advocate in

13 Council of Europe adopts first international treaty on
artificial intelligence: https://www.coe.int/en/web/portal/-/
council-of-europe-adopts-first-international-treaty-on-artifi-
cial-intelligence

14 Acrtificial Intelligence, Human Rights, Democracy and
the Rule of Law Framework Convention - Artificial Intelli-

gence (coe.int)

Albania closely collaborated with the Eu-
ropean Network of National Human Rights
Institutions (ENNHRI) and participated in the
consultative discussions on the draft con-
vention. Furthermore, it proactively engaged
in conveying specific suggestions to the Al-
banian government regarding the chapters of
the draft Framework Convention,*® driven by
the primary goal that the convention follows a
human rights-based approach.

Regulatory Framework on the Digitali-
zation of Public Services

At the community level, the Europe-an
Union has adopted a regulatory package
aimed at creating a safer and fairer digital
environment across Europe, consisting of the
Digital Services Act (DSA)* and the Digital
Markets Act (DMA).!” The DSA focuses on
improving online content moderation, algo-
rithm transparency, and user rights protection,
establishing clear obligations for online plat-
forms to manage illegal and harmful content.
On the other hand, the DMA aims to regulate
the behaviour of very large platforms acting as
“gatekeepers” in the digital market, pre-
venting monopolistic practices and ensuring
fair competition. This regulatory package,
designed to harmonize rules across the EU,
contributes to creating an open and fair digital
market, protecting users and encouraging in-

15 Recommendations of the People’s Advocate ad-
dressed to the Ministry of the Interior No. 202300183, dated
23.02.2023, dated 13.04.2023, dated 01.06.2023, and dated
14.12.2023.

16 Regulation (EU) 2022/2065 of the European Parlia-
ment and of the Council of 19 October 2022 on a Single Mar-
ket For Digital Services and amending Directive 2000/31/EC
(Digital Services Act) (Text with EEA relevance)
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CEL -
EX%3A32022R2065

17 Regulation (EU) 2022/1925 of the European Parlia-
ment and of the Council of 14 September 2022 on contestable
and fair markets in the digital sector and amending Directives
(EU) 2019/1937 and (EU) 2020/1828 (Digital Markets Act)
(Text with EEArelevance) https://eur-lex.europa.eu/legal-con-
tent/EN/TXT/?toc=0J%3AL%3A2022%3A265%3ATO-
C&uri=uriserv%3A0J.L_.2022.265.01.0001.01.ENG
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novation and competition in the digital sector.

Although Albania is not yet part of the Eu-
ropean Union, it is important for the country
to embrace these acts and their spirit, as the
country aspires to integrate into the EU as
soon as possible. The European Union’s Dig-
ital Services Act (DSA) is part of the broader
EU strategy to create a safer and more trans-
parent digital space for all users. It includes
obligations for content moderation, algorithm
transparency and platform decision-making,
user rights protection and appeals, account-
ability of online platforms, cooperation with
authorities, protection of minors, and adver-
tising transparency. The DSA also imposes ad-
ditional obligations on very large online plat-
forms (VLOPs), including managing systemic
risks and conducting independent audits.

By adopting the principles of the DSA,
Albania can align its national regulations with
the European ones, improving the qual- ity
and safety of digital services for Albanian
citizens, increasing their trust and security in
using these platforms, and demonstrating its
commitment to European Union values and
standards.

Another significant regulation is the EU
Regulation on the digitalization of judicial
cooperation and access to justice in cross-bor-
der civil, commercial, and criminal matters,®
which aims to improve and modernize judicial
cooperation and access to justice in cross-bor-
der civil, commercial, and criminal cases
through digitalization. It sets out a framework
for using digital technologies in communica-
tion and information exchange between the
judicial authorities of EU member states, en-

hancing the efficiency and speed of judicial

18 Regulation (EU) 2023/2844 of the European Parlia-
ment and of the Council of 13 December 2023 on the dig-
italisation of judicial cooperation and access to justice in
cross-border civil, commercial and criminal matters, and
amending certain acts in the field of judicial cooperation -
https://eur-lex.europa.eu/legal-content/en/TXT/?uri=CEL -
EX:32023R2844#ntc8-L_202302844EN.000101-E0008

proceedings. The regulation emphasizes the
importance of using secure and reliable sys-
tems for data transfer, ensuring the protection
of citizens’ rights and their personal data.

Specifically, the Regulation addresses the
need for common standards and technological
tools that enable access to digital documents
and evidence, as well as virtual participation
in cross-border judicial proceedings. This ini-
tiative aims to facilitate citizens’ and business-
es’ access to justice by reducing bureaucratic
hurdles and the high costs associated with
traditional procedures. In this way, the reg-
ulation supports the creation of a digital jus-
tice space in the EU, where information can be
exchanged quickly and securely between
member states.

Albania should pursue an integrated strate-
gy for the digitalization of its judicial system
and the improvement of cross-border judicial
cooperation in an effort to align its laws and
policies with the principles of the aforemen-
tioned regulation. This approach will enhance
the efficiency and transparency of the judicial
system in Albania, bringing it closer to Euro-
pean standards and preparing the country for
future integration into the European Union.

Part of the regulatory package on the ethics
and rules of providing and using digital public
services is also the recommendation adopted
in 2014 by the OECD Council?® regarding the
digital governance strategies. This recommen-
dation provides a comprehensive framework
for the effective use of technologies and data
in the public sector. The document serves as a
guide for governments aiming to improve the
way they operate and serve citizens through

19 The OECD is an international organization that in-
cludes the most economically developed countries and aims to
promote policies that improve economic and social well-be-
ing worldwide. Although Albania is not a member of this or-
ganization, it has consistently cooperated with the OECD to
improve its governance and economic development. Albania
can and should follow the OECD’s recommendations to en-
hance its governance and economic development.
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making use of digital innovations.?’ The rec-
ommendation’s goal is to help governments
develop and implement strategies that make
public administration more open, efficient, and
inclusive. The recommendation emphasizes
the importance of using digital technologies
and data in order to strengthen governance and
create sustainable value for society. Key
strategies outlined in the recommendation in-
clude promoting transparency and engage-
ment, creating clear management and coordi-
nation structures, developing capacities and
resources, among others. Achieving the rec-
ommendation’s goals requires governments to
commit to improving governance and public
services through the use of technologies and
data. They should foster a data-driven culture,
manage digital security and privacy risks, and
commit to ensuring that these strategies are ef-
fective and sustainable.

At the national level, EU member states
have adopted the necessary legal framework
to regulate the digitalization of public ser-
vices, addressing this challenge in different
ways in accordance with their economic, fi-
nancial, social, cultural, and geographical de-
velopment. In all cases, the regulation is based
on ensuring equal access and respecting the
principle of non-discrimination in the context
of digitalization.

In the European Union, the legal regula-
tions follow two main approaches. Some EU
countries guarantee equal access to public
services through e-government laws that pro-
vide for the digitalization of administrative
services. This approach has been embraced by
13 EU member states (such as Germany, Italy,
Estonia, Finland, Sweden, etc.), as well as re-
gional countries like Serbia.

In other countries, a sectoral approach has

20 OECD - Recommendation of the Council on OECD
Legal Instruments Digital Government Strategies: https:/
legalinstruments.oecd.org/en/instruments/OECD-LE-
GAL-0406

been implemented, regulating specific areas
such as healthcare, social services, etc. This
approach is found in 18 EU member states
(such as Austria, Belgium, Denmark, the
Netherlands, etc.), as well as in North Mace-
donia.

The methods of guaranteeing equal access
to public services during the digitalization
process follow two directions. In some cases,
equal access is guaranteed for everyone as a
general principle applied horizontally and
complements the principle of good adminis-
tration guaranteed by Article 41 of the Euro-
pean Charter of Fundamental Rights. Other
states have chosen to specifically guarantee
the right to equal access to digital services, as
usually reflected in e-government laws or sec-
toral laws.

In cases where states explicitly provide for
the guarantee of equal access to digital pub-
lic services (Estonia,?® Germany,?? Finland,
Serbia,?® Sweden,?* Czech Republic,® Bulgar-
ia?®), the principle of freedom of choice is also
defined as a general principle to ensure that all
users have free and equal access to digital
public services without discrimination.

Only two EU member states, France and
Latvia, have a more developed legal frame-
work that guarantees the right to equal ac- cess
to digital services, both in e-government

21 Estonia, Public Information Act (Avaliku teabe
seadus), 15 November 2000, § 32 (1) 6.

22 Act to improve online access to administrative ser-
vices (Gesetz zur Verbesserung des Onlinezugangs zu Ver-
waltungsleistungen (Onlinezugangsgesetz — OZG)), 14 Au-
gust 2017

23 Serbia, Electronic Government Act (Zakonoelektron-
skojupravi), 6 April 2018

24 Sweden, Administrative Procedure Act (2017:900)
(Forvaltningslag (2017:900), 28 September 2017; Sweden,
Instrument of Government (Kungdrelse (1974:152) om
beslutad ny regeringsform), 28 February1974.

25 Czechia, Act No. 12/2020 Coll. on the right to digital
services (Zakon ¢. 12/2020 Sb. o pravu na digitalni sluzby),
17 January 2020.

26 Bulgaria, Electronic Government Act (3akon 3a
CIIEKTPOHHOTO yrpasieHue), 12 June 2007, amended on 22
February2022.
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laws and specific laws.?’ France is among the
states that provide for equal access to digital
public services both as a general principle of
non-discrimination and access to digital gov-
ernance. For this purpose, France has adopted
the Digital Republic Law, which ensures ac-
cess for all.?

In Spanish legislation, the principle of in-
ternet access goes even further, as it is foreseen
as a set of principles that must be respected
during the design, construction, maintenance,
and updating of electronic services to ensure
equality and non-discrimination in access for
users.

In Austria,?® where a sectoral approach to
the digitalization of services has been fol-
lowed, it is provided that citizens are free to
choose how to contact public authorities, as a
measure intended to ensure that the rights of
citizens are respected.

Regarding the Western Balkan countries,
in the case of North Macedonia, the legal
framework for digital governance consists of
three laws®® which are intertwined in their im-
plementation: “The Law on Electronic Docu-
ments, Electronic Identification, and Trusted

27 Legal and policy instruments at national level:
https://fra.europa.eu/en/publication/2023/older-people-digi-
tal-rights?page=5#read-online

28 France, Law No. 2016-1321 for a Digital Republic
(Loi n° 2016-1321 pour une République numérique), 7 Oc-
tober 2016

29 Austria, eGovernment Act (E-Government-Gesetz),
Federal Law Gazette (Bundesgesetzblatt) No.10/2004, 27
February 2004

30 North Macedonia, Law on electronic documents,
electronic identification and trusted services (3akon 3a
CJICKTPOHCKH JOKYMEHTH, EJNEKTPOHCKAa HICHTH(HKAIH]ja
n nosepiuBu yciyrn), Official Gazette of the Republic of
North Macedonia (Ciryx6en Becunk Ha PemyOmmka Cesep
North Macedonia, Law on electronic management and
electronic services (3aKOH 3a €IEKTPOHCKO YIPaBYBambe U
enextpoHcku yciyru), Official Gazette of the Republic of
North Macedonia (Cityx6en BecHuk Ha Peryonka CeBepHa
Makemonuja) No. 101/2019, 22 May 2019. North Macedonia,
Law on the central population register (3akoH 3a neHTpasieH
peructap Ha Hacenenue), Official Gazette of the Republic of
North Macedonia (Ciyx6en Becunk Ha Perydimka CeBepHa
Makenonuja), No. 98/2019, 21 May 2019.

Services,” “The Law on Electronic Admin-
istration and Electronic Services,” and “The
Law on the Central Population Register.”

Meanwhile, in Serbia, the Law on Elec-
tronic Government explicitly provides that
“everyone has the right to use e-government
services.”3!

In addition to the aforementioned provi-
sions, some legislations include special rules
that take into account the risk of the digital
divide for certain categories of citizens, such
as the elderly (Denmark, Greece, etc.) and
persons with disabilities (Sweden, Denmark,
etc.).

Albanian Legal Framework

In the domestic context, three main laws en-
compass provisions across different segments
within the entire process of delivering public
services digitally.>> The Code of Administra-
tive Procedures® establishes the general prin-
ciples upon which public administration op-
erates. Based on the hierarchy of norms, the
Code prevails over the other two laws which
are mentioned in the following. The recently
adopted Law No. 43/2023, “On Electronic
Governance” stipulates the technical provi-
sions regarding electronic governance, in-
cluding the obligations of public authorities
and private entities, as well as providing for
the infrastructure of the system. Whereas Law
No. 107/2021 “On Co-Governance” sets the
rules for citizens’ participation in policy-mak-
ing, ensuring their participation in administra-

31 Serbia, Electronic Government Act (Zakon o
elektronskoj upravi), 6 April 2018.

32 Specific aspects of the provision of public services and
the use of data in this context are regulated by specific legis-
lation, such as Law No. 13/2016 “On the Manner of Provid-
ing Public Services at the Office Counters in the Republic of
Albania,” Law No. 33/2022 “On Open Data and the Reuse of
Public Sector Information,” Law No. 9880, dated 25.2.2008
“On Electronic Signatures,” and Law No. 107/2015 “On
Electronic Identification and Trusted Services.”

33 Law No. 44/2015, the Administrative Procedures
Code.
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tive decision-making procedures, and enhanc-
ing the accountability and transparency of the
state administration.

Other specific laws regulating the provi-
sion of services in areas such as social secu-
rity, healthcare, and education do not contain
regulations on how these services are provid-
ed (especially regarding the modalities for
digitally provided services). This is because
some of them are conceptualized as tradition-
ally delivered services (offline), at counters
with direct citizen-state interaction.

Since neither the aforementioned laws in-
dividually, nor the specific legislation contain
regulations on the manner and principles of
delivering services tailored to the digital ap-
proach, all three laws must be read harmoni-
ously in order to understand the applicable
regulatory framework in force.

Given the way the Code is designed, its
regulations apply in the context of providing
public services in the traditional manner (of-
fline) with direct interaction between the citi-
zen and the public servant. One reason for this
may be related to the timing of its adoption,
i.e., years before the advancement of the dig-
ital agenda, which, as described in the intro-
ductory part, has gained significant momen-
tum since 2020. Nonetheless, the principles
outlined in Chapter Il (General Principles) are
universal principles of public service delivery
that should also be applicable to online ser-
vices in the era of the digital agenda. How this
is realized remains at the discretion of the leg-
islator, however, in exercising this discretion,
the legislator must consider the principles and
elaborations in international documents or
EU Directives. In all cases, existing digital
systems (or those to be built) must follow the
logic, principles, and guarantees of the law.
Circumventing the legal guarantees of the
Code of Administrative Procedures and rele-
vant legislation, in general, produces acts that
do not realize and improve fundamental rights

and freedoms, do not contribute to the mea-
sures necessary for their implementation, and
do not strengthen the rule of law.

For example, Article 10 (The Principle of
Providing Active Assistance) stipulates that
the public body should promote the opportu-
nity for the concerned party to access the pub-
lic authority electronically. However, this op-
portunity is not associated with any obligation
for the party to use the means of electronic
communication. The Code envisages offering
digital services as an option alongside tradi-
tional service delivery, thus recognizing the
citizen’s right to choose.

Furthermore, Article 17 mentions the ob-
ligation of the public body to conduct its ac-
tivities in accordance with the principle of
equality. This provision applies to all public
bodies in the Republic of Albania, including
those established recently to support the dig-
ital agenda.

Law No. 43/2023 “On Electronic Gov-
ernance” sets out the general principles of
electronic governance and specifies the ob-
ligations that public authorities and private
entities should comply with in the provision of
electronic services; the rights of natural
persons, private entities, and public authori-
ties to communicate with each other through
information technology; the functioning and
interaction between public authorities and pri-
vate entities in the context of electronic gov-
ernance; the infrastructure of electronic ser-
vices; the system of management and registry
of electronic documents by the state adminis-
tration institutions at central and local levels
(Article 2).

With regard to the general principles on
which electronic governance is based, the fol-
lowing apply: a) the security of information
systems and related service infrastructure; b)
legality; c) the protection of the public inter-
est; ¢) submission only once; d) open data; dh)
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the construction of the electronic governance
infrastructure; €) protection of personal data
(Article 5). Some of these principles, specif-
ically a) and e), are also provided for in the
Code of Administrative Procedures.

However, the general principles of the Law
No. 43/2023, “On Electronic Governance” do
not include equal access and the principle of
non-discrimination in the context of digitaliza-
tion. It makes reference to the Code of Admin-
istrative Procedure only as regards the time
frames for service delivery. Despite the lack of
reference to the principles of the Code and
lack of specific provisions in this law regard-
ing equal access and non-discrimination, the
principle of hierarchy of norms requires that
these principles be applied and realised by the
public administration bodies offering digital
services. The prevailing principles of the Code
should be made applicable through the enact-
ment of a diversified approach that allows ser-
vice delivery with interaction at institutions’
counters, as well as online. Furthermore, this
should be reflected in the conceptualization/
design of the platforms and the relevant built-
in features. Finally, the principle of non-dis-
crimination and equal access should form the
basis for building the monitoring mechanisms
of these systems to ensure their continuous
improvement and the elimination of discrim-
ination or barriers to access, if they are found
to exist. These principles should also perme-
ate the analysis of the systems’ effectiveness
vis-a-Vvis specific population groups, assessing
their adequacy in ensuring equal treatment or
providing barrier-free access.

Law No. 107/2021, “On Co-Governance”
sets the rules for co-governance with citizens
through their inclusion in policy-making,
guaranteeing their participation in administra-
tive decision-making procedures, and increas-
ing the accountability and transparency of the
state administration through the platform,
“With you for the Albania we want” (Article

1). Co-governance is based on the principle
of increasing access to public services, which
means that, “State administration institutions,
in accordance with their competencies and
adhering to the principle of interinstitutional
cooperation, must guarantee the provision of
public services to every citizen, regardless of
gender, race, religion, ethnicity, language, po-
litical, religious or philosophical beliefs, eco-
nomic, educational, social status, or parental
background, through simple and transpar-
ent administrative procedures, which enable
greater access to public services through in-
novative and technological solutions” (Arti-

cle 6).

Based on the above, it appears that the leg-
islator intends for every citizen®* to have access
to services through innovative and techno-
logical solutions. Furthermore, the legislator
wills that these innovative and technological
solutions improve citizens’ lives, without any
distinction between the various social groups,
rather than make it difficult.

Article 10, which refers to the principle
of equal treatment, states that state adminis-
tration institutions shall guarantee every citi-
zen or interest group equal opportunities and
rights in respect of proposing, being informed
and consulted, and participating in all stages
of the design, drafting, and adoption of ini-
tiatives aimed at improving the provision of
public services, as well as debureaucratizing
and increasing the efficiency of the state ad-
ministration. By way of its formulation, this
article is not related to equal access, or the
principle of non-discrimination in the context
of accessing digital services. Furthermore, the
formulation of this provision contains declar-
ative and insufficiently concrete elements on
how citizens’ involvement should occur. Such
formulation makes it difficult to create reliable

34 According to the terminology used in the Constitution,
some rights/freedoms are recognized specifically for Alba-
nian citizens; others are recognized for “everyone,” “any-
one,” or “nobody.”
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and sustainable measurement mechanisms, as
well as mechanisms that control effectiveness
and transparency of how opinions are collect-
ed and how changes stemming from citizens’
will are reflected. According to the People’s
Advocate, any initiative that offers equal op-
portunities and improves citizens’ access to
governance or policy-making is welcome.

However, it is important that these initia-
tives do not treat citizens merely as consumers
of information or as resources for creating the
public opinion. On the contrary, they should
guarantee and promote citizens’ active roleas
valued and engaged contributors to dem-
ocratic processes. This implies that citizens
should have real opportunities to participate in
decision-making, express their views and
concerns, and effectively influence public pol-
icies. Mechanisms should be created to em-
power citizens and give them the responsibil-
ity to contribute to building a more just and
democratic society. In this way, citizens’ role
goes beyond a passive role as listeners or re-
cipients of policies set by others. Rather, they
assume an active role as co-creators of these
policies. Only then will any initiative, aimed
at improving access and equity in governance,
fully achieve its purpose and contribute to
building a sustainable democracy with full
civic participation.

Decision No. 252, dated 29.04.2022, “On
the procedures for providing online services
by service-providing institutions and the
methodology for monitoring and controlling
the administrative activity for provision there-
of,”%® was adopted based on Article 61, para-
graph 3 of this law. This decision aims to
regulate: a) the procedure for providing the
service electronically by the state institutions
in order to issue a final electronic document,
complete with an electronic signature or seal,
to the requesting subject; ...c) the methodolo-

35 Cited and explained in the Introductory Section of this
Report

gy of monitoring and controlling the admin-
istrative activity that is carried out to provide
the service electronically.

This decision is the act that determines the
manner of providing services (online) and the
exclusive nature of this approach.

Part of the domestic legal framework is
also DCM No. 623, dated 26.10.2018, “On the
approval of the Citizen’s Rights Charter in
obtaining public services,” which lists, in the
form of a catalogue, 20 rights of citizens and
businesses in obtaining public services.*

This act was issued in implementation of
Law No. 13/2016 “On the manner of provid-
ing public services at the counter in the Re-
public of Albania,” which regulates the activi-

36 The Rights Include: 1.The Right to Information; 2.The
Right to Use Public Services; 3.The Right to Withdraw a Re-
quest; 4. Avoidance of Burden on Citizens and Businesses; 5.
The Right to Equal Treatment in the Provision of Public Ser-
vices; 6. The Right to Active Assistance During the Service
Provision Process; 7. The Right to Effective Resolution; 8.
The Right to Have Your Request Processed According to the
Order of Application; 9. The Right to Receive Service Within
Reasonable Timeframes; 10. The Right to Receive Service
Transparently; 11.Alternatives in Request Submission and
Service Provision; 12. The Right Not to Be Penalized for
Errors/Inaccuracies by State Administration Institutions; 13.
The Right to Appeal; 14. Infrastructure in the Provision of
Public Services; 15. Accountability to Citizens and Business-
es; 16. Protection of Personal Data, Information, or Trade Se-
crets; 17. The Right to Preliminary counselling; 18. The Right
to Quality Service; 19. Participation in the Improvement of
Public Services; 20. Publication, Information, and Education

The Rights Include: 1.The Right to Information; 2.The
Right to Use Public Services; 3.The Right to Withdraw a Re-
quest; 4. Avoidance of Burden on Citizens and Businesses; 5.
The Right to Equal Treatment in the Provision of Public Ser-
vices; 6. The Right to Active Assistance During the Service
Provision Process; 7. The Right to Effective Resolution; 8.
The Right to Have Your Request Processed According to the
Order of Application; 9. The Right to Receive Service With-
in Reasonable Timeframes; 10. The Right to Receive Ser-
vice Transparently; 11.Alternatives in Request Submission
and Service Provision; 12. The Right Not to Be Penalized
for Errors/Inaccuracies by State Administration Institutions;
13. The Right to Appeal; 14. Infrastructure in the Provision
of Public Services; 15. Accountability to Citizens and Busi-
nesses; 16. Protection of Personal Data, Information, or Trade
Secrets; 17. The Right to Preliminary Counselling; 18. The
Right to Quality Service; 19. Participation in the Improve-
ment of Public Services; 20. Publication, Information, and
Education
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ty of the Agency for Integrated Public Service
Delivery (ADISA). According to point 2 of
this act, the rights provided in this charter are
applicable to line ministries, other institutions
responsible for providing public services,
independent institutions, and local self-gov-
ernment units, according to the provisions in
the legislation in force regarding the manner
of providing public services at the counter.
At the end of the act, it is stipulated that the
rights recognized and guaranteed in this char-
ter should be communicated in various ways
to the civil servants/employees who provide
public services, as well as to citizens, with the
aim of educating them to respect these rights
in the practice of public service provision.

As formulated, this act has a declarative
character. Essentially, the act does not create
new rights but lists and affirms in a concise
and understandable manner the rights that are
recognized and provided for by the overall
constitutional and legal framework. The act
serves as an awareness tool not only for cit-
izens and businesses but also for the employ-
ees involved in public service provision.



V. FINDINGS

V1 ACCESS

For the purposes of this report, access re-
fers to the consequences of the digitalization
of public services, focusing on how this affects
citizens’ rights to access these services and
their constitutional right to information. This
includes an analysis of how closing in-per- son
service counters has affected the abilityof
people to access public services. The goal of
the analysis is to identify measures that could
provide alternative options for access- ing
services, ensuring these are available to
everyone, especially those who lack access to
technology or the internet. Given the current
situation and strategic objectives, the govern-
ment’s role is crucial in ensuring that citizens
can exercise their right to access public ser-
vices. Finally, the analysis also examines the
role of civil society and other stakeholders in
helping citizens navigate and access these ser-
vices, considering the support they have of-
fered and the ways in which they have done
SO.

V11 Technological Barriers in Albania

The technological barriers that hinder cit-
izens from fully and easily accessing online
services in the local context manifest in var-
ious forms.

The rapid pace of digitalization inevita-bly
creates a significant digital divide. Not all
citizens in Albania can access computers (es-
pecially the latest ones), smartphones, or the
necessary quality of internet through broad-
band networks.! In most rural and remote ar-

1 NGA Broadband networks are: i) access networks
based on optical fibre (FTTx); ii) upgraded cable networks;
iii) some advanced wireless access networks, capable of pro-
viding high speeds to users.

eas, internet connectivity plays a crucial role
in reducing the digital divide, compensating
for distance, reducing isolation and depopu-
lation, and lowering costs through the use of
online services.?

A primary barrier in the domestic context
is the quality of internet networks. Access to
high-speed or very high-speed internet is en-
abled through digital/broadband networks. It’s
noteworthy that in Albania, the construction
of digital networks has been undertaken by
electronic communication operators, mainly
where demand has been high and where there
has been the possibility of return on invest-
ment. In rural or remote areas with low devel-
opment and fewer population, the construction
of these networks is minimal or non-existent,
creating a digital divide between rural and ur-
ban areas. In Chapter 10: Digital Transforma-
tion and Media of the 2023 Progress Report, it
is noted that the gap between urban and rural
areas still persists as regards the availability of
fixed broadband networks: “In 2022, fixed
broadband internet reached 585,285 entities
(535,049 private subscribers and 50,236 busi-
nesses), an increase of 5% from 2021...There
is still a gap in penetration between rural and
urban areas. Only 20% of all fixed broadband
connections are in rural areas, while 40% of

2 Given the importance of developing broadband net-
works for economic development and social cohesion, Eu-
ropean Union member states, in addition to private opera-
tor investments, have intervened with public funding in the
form of state aid to expand these networks. The local legal
framework provides a state aid scheme for the expansion
of networks. See: Decision of the Council of Ministers No.
434, dated 03.06.2020, On the approval of the National Plan
for the sustainable development of digital infrastructure 2020-
2025, https://www.infrastruktura.gov.al/wp-content/
uploads/2020/07/VKM-434-date-3.6.2020-Per-miratimin-e-
Planit-Kombetar-per-Zhvillimin-e-Qendrueshem-te-Broad-
band-2020-2025.pdf, and the Guidelines for State Aid in
Broadband, approved by the State Aid Commission Decision
No. 92, dated 25.11.2019, based on Law No. 9374, dated
21.04.2005 “On state aid,” as amended.
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the population lives in rural areas.”® More-
over, internet costs may not be affordable for
every citizen, especially those in need. Giv- en
the importance of internet access, whichis
equated with access to electricity, water, or
healthcare services, it is necessary to consider
the possibility of including internet payment
in the economic aid/assistance basket for
needy families.

Another essential barrier is the economic
ability to afford the necessary devices (smart-
phones, tablets, computers, etc.) of a quality
that allows the use of digital services. Al-
though there are no accurate figures or esti-
mates on what percentage of society cannot
afford these types of communication devic- es,
it is however, assessed that such cases are
more prevalent in rural areas and among mar-
ginalized groups in urban areas.

Another barrier relates to the knowledge
and personal skills required to use digital ser-
vices. According to Eurostat, an individual is
considered to have basic digital skills if they
can perform at least one activity in each of
the five different competency areas: the abil-
ity to understand information and data (when
searching for information online), communi-
cation (e.g., sending emails); creating digital
content (e.g., programming); security (e.g.,
protecting personal data); and problem-solv-
ing (e.g., installing software).* Thus, the in-
terface of the system or application may be
complicated for citizens who have limited
knowledge and skills in navigating the digital
world. There are several factors that may pre-
vent a citizen from accessing services, such
as a complex format, unclear instructions, or
design elements that are not accessible or us-
er-friendly. When citizens lack these digital

3 European Commission (2023), Albania 2023 Report,
Brussels, 8.11.20233, SWD(2023) 690 final, fq.94,
https://neighbourhood-enlargement.ec.europa.eu/system/
files/2023 11/SWD_2023_690%20Albania%20report.pdf.

4 https://ec.europa.eu/eurostat/web/interactive-publica-
tions/digitalisation-2023

skills and encounter difficulties, they often
seek assistance, but they do not always re-
ceive the information they need. The system
may not function properly, there may be no
response to calls made to publicly available
phone numbers, or there may be a lack of toll-
free service lines.

Despite the increasing numbers of electron-
ic contacts with public authorities, according
to INSTAT (as mentioned in the introduction),
the interaction remains at the level of down-
loading documents or receiving information,
without advancing beyond basic use. In addi-
tion to groups that typically lack the necessary
knowledge/skills, such as the elderly or people
with disabilities, there are also other groups
like farmers or citizens aged 40-60 who do not
have the digital agility needed to interact with
smartphones or the “e-Albania” platform. It is
worth noting that there is still no accurate as-
sessment from an authoritative source regard-
ing the number of people in Albania who face
difficulties with digital technology and, as a
result, are affected by the digital divide and
lack access to public services.

Beyond these barriers, which are partly re-
lated to the economic-social or geographical
situation of the citizen, there are other factors
that create technological barriers.

Another important element in the global
context is language adaptation. Public ser-
vices often do not offer a language adaptation
option, making it difficult for citizens living in
Albania who do not speak Albanian, or have
limited proficiency, to use and understand
these services. This is a critical factor that
exacerbates the digital divide for national mi-
norities, especially when they are also elderly
or migrants.

Many citizens are also hesitant to use on-
line services due to concerns about the secu-
rity and confidentiality of their personal infor-
mation. This is primarily related to concerns
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about ‘identity theft’ or data breaches. It is a
known fact that on December 22, 2021, var-
ious media outlets published a report titled,
“Scandal with the private data: the salaries of
over 637 thousand Albanians made public.”
It was revealed that a database containing the
personal data of over 637 thousand subjects,
both public and private sector employees, was
circulating on the WhatsApp application (for
more information see Privacy below).> Afew
months later, on July 15-16, 2022, many
government systems hosted by the National
Information Society Agency were subjected to
a cyber-attack aimed at completely erasing
them.® Other cases related to leakage of polit-
ical-patronage information, or misuse of iden-
tities of the elderly in transactions concerning
the incinerator affair, validate citizens’ con-
cerns and scepticism regarding the use of dig-
italized systems.

Another major issue is the lack of techni-
cal support when citizens run into problems
accessing online services. This problem arises
when there are no help channels available in
cases of system failures or service interrup-
tions, which can make it difficult for certain
groups of people to use these services. Ac-
cording to Albania’s Digital Agenda, there
have been improvements to the platform that
aim to make it more user-friendly for every-
one. Examples include the Virtual Assistant
1.0 and other similar applications in devel-
opment. However, this process of making the
platform more accessible is ongoing and re-
quires continuous updates and refinements.

Another challenge relates to the process
of digital authentication and identification
needed to use services on the “e-Albania”
portal. Although biometric verification is not
required, users must log in with personal cre-

5 https://www.idp.al/wp-content/uploads/2022/11/Ven-
dim-TATIME.pdf

6 See for more details: Detailed analysis of the cyber-at-
tack published by the National Information Society Agency,
https://akshi. gov.al/ raporte-vjetore/

dentials sent to their phone (now including a
6-digit code) and sometimes use a digital sig-
nature to access services. This can create an
additional hurdle for citizens who don’t have
access to this technology or lack the neces-
sary documents. Obtaining a digital signature
requires a separate procedure, which must be
completed before accessing services and usu-
ally comes with a fee and renewal require-
ments.

A further challenge that may not be obvious
at first is device compatibility. Not all websites
or applications are optimized to work properly
on all types of devices. Often, people encoun-
ter problems because certain applications or
websites are not compatible with older smart-
phones, tablets, or computers.

Additionally, people with disabilities face
significant challenges when trying to use these
platforms. This implies that those with visu- al
or hearing impairments may not be able to
access services due to the way the platform is
designed. The People’s Advocate highlighted
this issue in its 2022 Annual Report, noting
that many websites are not accessible to peo-
ple with disabilities.” Point 40 of the Digital
Agenda Action Plan sets forth a measure with
respect to adapting the Government Portal and
official websites for persons with disabilities.
This measure must be completed by 2025.

Another category affected by access ad-
versities are the beneficiaries of economic
assistance. Economic assistance is one of 23
services provided by the Ministry of Health
and Social Protection on “e-Albania.” In this
case, the electronic service helps citizens who
have applied for economic aid to check the
status of their application online, as well as
accessing information about the assistance

7 Annual Report, p. 120 2022 fg.120 https://www.avoka-
tipopullit.gov.al /media/ manager/ website/reports/ Raporti%
20 vjetor%20i%20veprimtarise%20se%20institucionit%20
te%20Avokati%20te%20Popullit%20per%20vitin%202022.

pdf
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they received over the past 12 months.® Given
the population group that is the target of this
program (families in need, orphans not in in-
stitutions, families with more than 2 children
born at the same time categorised as families
in need, victims of trafficking, victims of do-
mestic violence under protection order or im-
mediate protection order, who are not treated
in social care institutions), belonging to this
group inherently creates a barrier to accessing
the internet and the services offered online.

V12 The Need for a Diversified
Approach and Provision of Alternative
Services

In recent years, the digital approach to pub-
lic service delivery in Albania has been wide-
ly regarded as a positive development by citi-
zens, institutional representatives, and NPOs.
This digitalization facilitates interactions
along the axes of government-business-gov-
ernment and government-citizen-government.
However, there is a consensus that digital ac-
cess should be part of a diversified approach,®
where services of high social and economic
importance are tailored as much as possible
to meet the needs on the ground (consider- ing
geographic location and social or cultural
context). Implementing a diversified approach
to public services (both online and offline) is
essentially the materialization of the princi-
ple of proportionality (Article 17 of the Con-
stitution). At its core, this principle involves
balancing interests fairly, evaluating them ob-
jectively, and avoiding conflicts by choosing
appropriate methods to achieve the desired
outcomes.®

8 https:// "e-Albania ”.al/leAlbaniaServices/ServiceList.
aspx?service_filter=INS&institution_id=47&service type=Y

9 According to the Code of Administrative Procedures of
the Republic of Albania, Article 10, point 2, which stipulates:
“The public body promotes the opportunity for the party to
access the public authority electronically. This opportunity is
not connected with any obligation for the party to use elec-
tronic means of communication.”

10 Decision no. 52, dated 05.12.2012; or no. 1, dated

In a broader context, Additional Protocol
26 of the European Union Agreement empha-
sizes that EU member states implementing
a digital agenda in public service provision
should adopt a diversified approach.! Sim-
ilarly, other EU structures, such as the Fun-
damental Rights Agency (FRA), stress that
regardless of how member states choose to
deliver services, they must ensure high qual-
ity, security, financial accessibility, equal
treatment, the promotion of universal access,
and the protection of users’ rights. From the
perspective of fundamental rights, this means
that those (citizens) who cannot or do not wish
to access public services digitally should have
offline access, ensuring no one is left behind.*2

In France, within the framework of imple-
menting the digital agenda undertaken by the
government and facing challenges similar to
those experienced by the Albanian citizens,
the institution of the Défenseur des droits in
the Report on the Dematerialization of Public
Services!® emphasized that no one should be
compelled to seek dematerialized services in
interactions with the administration. For this
reason, this institution recommends that users
of public services, upon request, should be
able to visit administrative offices to complete
administrative procedures within a reasonable
time, within the two-month deadline set for
this purpose. The existence of digitalized ser-
vices does not imply an obligation to submit

06.02.2013, of the Constitutional Court.

11 Treaty on European Union - Protocol (No 26) on ser-
vices of general interest, Official Journal 115 , 09/05/2008
P. 0308 — 0308, https://eur-lex.europa.eu/legal-content/EN/
TXT/HTML/?uri=CELEX:12008M/PRO/26

12 Main finding from FRA Report, ‘Fundamental rights
of older people: ensuring access to public services in digital
societies’, dated 13.09.2023. https://fra.europa.eu/en/publica-
tion/2023/older-people-digital-rights?page=1#read-online

13 The Defender of Rights (2022), Report Demateriali-
sation of Public Services: three years later where are we? fq.
68. https://www.defenseurdesdroits.fr/rapport-dematerialisa-
tion-des-services-publics-trois-ans-apres-ou-en-est-265#:~:-
text=La%20d% C3%A9mat%C3%A9rialisation%20
offre%20de%20nouveaux,pour%20nombre%20d’entre%20
EuX.
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applications electronically to the administra-
tion.

In line with the above, domestic institu-
tions that protect fundamental rights and free-
doms have also stated that the communica-
tion of subjects/citizens with the “e-Albania”
portal, for the purpose of receiving electronic
services, should not be limited to this portal
alone. This communication method should be
an alternative option for provision of such ser-
vices by public institutions.*

The difficulties in access have been ac-
knowledged by the executive itself, as evi-
denced by correspondence between the Prime
Minister’s Office and the Commissioner for
Protection from Discrimination (CPD) during
a complaint review'® regarding issues with the
provision of online services through the “e-Al-
bania” platform. Within this investigation, a
letter dated June 22, 2022 by the Prime Minis-
ter’s Office informed the Commissioner about
the implementation of DCM No. 252/2022,
stating that “...among the issues identified are
the difficulties faced by some citizens in ac-
cessing online services due to old age and/or
lack of appropriate electronic devices. In re-
sponse to this issue, each institution responsi-
ble for providing online services has appoint-
ed one or more employees to assist any citizen
who, for various reasons, encounters difficul-
ties in obtaining online services independent-
ly.” This measure taken by the executive con-
tains elements of a diversified approach that,
if implemented consistently (systematically),
uniformly, and indiscriminately by all central
institutions (offices/directorates/local branch-
es) that provide services, will facilitate citi-

14 Opinion by the Commissioner for the Right to Infor-
mation and Personal Data Protection on the draft law “On
electronic governance,” p. 6. https://www.idp.al/wp-content/
uploads/2022/01/Dhenie-mendimi-1.pdf

15 COMMISSIONER FOR PROTECTION FROM DIS-
CRIMINATION, Decision No. 179, dated 12.09.2023, p. 6,
https://www.kmd.al/wp-content/uploads/2023/09/Vendim-
nr.-179-date-12.09.2023-R.G-kunder-Agjencise-Shteterore-
te-Kadastres-Diskriminim-ndersektorial-dhe-te-terthorte.pdf

zens® access to those services.

The need for a diversified approach through
other alternative offline mechanisms was also
emphasized during field meetings. Within the
discretion that the legislator enjoys, it is es-
sential to design a diversified approach (with
offline mechanisms) addressing current and
future challenges in accordance with the po-
litical digital agenda (strategic documents),
ensuring systematic and uniform implemen-
tation. The existence of these offline mech-
anisms does not undermine the digital ap-
proach applied by public bodies offering the
respective services according to the law.

Finally, the need for a diversified approach
through alternative offline mechanisms is also
driven by situations where the digital system
may be out of service for various reasons (as
in the case of the cyber-attack mentioned in
the section on technology barriers, or due to
system upgrades/maintenance, such as what
happened in early February 2024 when “e-Al-
bania” was non-functional for two days).
These situations infringe on the rights of citi-
zens who, even temporarily, are unable to ac-
cess public services online.

V13 The Digital Approach and Its
Impact on the Exercise of the Right of
Access to Public Services

The exercise of the right of access to public
services is intrinsically linked to the realiza-
tion of the fundamental rights and freedoms of
citizens as enshrined in the Constitution (Ar-
ticles 18, 20, 41, 42, 49(2), 52, 53, 54, 55, and
57). The Constitutional Court, in its jurispru-
dence, emphasized that the enshrining of hu-
man rights and freedoms in the Constitution,
along with measures to realize them, should
aim at improving and enhancing the standards
of rights, as well as strengthening the rule of
law. If the measures taken unreasonably wors-
en the legal situation of other persons, deny
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their acquired rights, or ignore their legitimate
interests, then the constitutional principle of
equality of rights will be violated, and the
overarching goal of building a state based on
the rule of law will be at risk.®

Restricting  government-citizen-govern-
ment communication solely through the “e-
Albania” portal affects citizens’ access ontwo
levels, which, although seemingly inde-
pendent at first glance, are organically inter-
connected. The first level involves the tech-
nical skills required to independently access
and navigate the platform, including obtaining
necessary codes/passwords and understand-
ing the required technology. The second level
pertains to the legal knowledge and personal
skills needed to independently benefit from
the services offered. When citizens cannot
independently undertake these actions, ques-
tions arise about who can assist them—family
members, state structures (local/central), or
various private operators. Assistance from
private operators comes with additional costs
for the citizens.

Field meetings revealed that citizens have
sought answers to these dilemmas from var-
ious sources available in their locality. Be-
yond traditional sources, such as help from
family members, citizens have turned to state
structures like the Legal Aid Offices,’ local

16 Decision of the Constitutional Court No. 9, dated
26.02.2007.

17 Legal Aid Offices exist in only 20 cities in the country,
covering just one-third of all municipalities in the territory.
According to Law No. 111/2017, these offices can provide
primary legal assistance, which, according to Article 3(b),
includes: i) providing information about the legal system in
the Republic of Albania, current normative acts, the rights and
obligations of legal subjects, and methods for exercisingthese
rights in judicial and extrajudicial processes; ii) pro- viding
advice; iii) providing counselling on mediation proce-dures
and alternative dispute resolution; iv) assisting in draft-ing
and preparing the necessary documents to address state
administration, or to seek secondary legal aid; v) representing
individuals before administrative bodies; and vi) providing all
other forms of necessary legal support that do not consti- tute
secondary legal aid.

structures such as the Social Service Offices,*®
Regional Offices of the People’s Advocate,*®
or the Commissioner for Protection from Dis-
crimination, as well as private entities such as
NPOs, law offices, notaries, or internet cen-
tres.?’ However, these sources may not always
operate within a suitable and responsible legal
framework, or they may not always guarantee
professionalism in the information provided,
as seen with internet centres. The assistance
provided by notaries or law offices, in a prin-
cipled manner and in accordance with legal
provisions on personal data protection, meets
legal conditions for helping both with access
to the platform, and legal advice for using and
obtaining the respective services.

Citizens have had to pay extra fees for ser-
vices received from law offices, notaries, or
internet centres, such as “help with access”
and “legal advice on the application pro-
cess.” These fees are on top of the standard
application fee (in cases where a fee is legally
required to obtain the service, such as with the
State Cadastre Agency (SCA)). This means
that, in addition to the application fee, citizens
living in urban areas with easy access to pub-
lic or private transportation face extra costs for
accessing these services.

The free assistance provided by the Legal
Aid Office, representatives of the Municipal-
ity, and the Social Services Office has been a
positive development, helping ease the imple-
mentation of the new approach and reducing
the additional financial burden on citizens.

18 Most of the assistance provided involves downloading
personal and family certificates, which are legally required
to receive assistance. In these cases, the officials access the
portal using the citizen’s credentials, as they do not have inte-
grated access to these documents.

19 Seven offices across the territory, specifically in Kukés,
Shkodér, Vloré, Berat, Sarandé, Pogradec, and Dropull.

20 The same finding is mentioned in Decision No. 179,
dated 12.09.2023, by the Commissioner for Protection from
Discrimination, p.7 https://www.kmd.al/wp-content/
uploads/2023/09/Vendim-nr.-179-date-12.09.2023-R.G-
kunder-Agjencise-Shteterore-te-Kadastres-Diskriminim-
ndersektorial-dhe-te-terthorte.pdf
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However, this type of help, offered during
this period, should not become a systematic
practice. The assistance provided, although
well-intentioned, has at times exceeded the
respective authorities’ legal powers. These
structures cannot and should not be given re-
sponsibilities that go beyond their legal man-
dates. Continuing these activities could not
only distort their functions but also undermine
the intent of the lawmakers. Providing assis-
tance and support before, during, and after ap-
plying for a public service should remain the
responsibility of the institution legally man-
dated to provide that service. This should be
done through help desks or information offic-
es. Only the legally competent institution has
the expertise and technical know-how to assist
and guide citizens when they apply, provide
updates on their application’s status, complete
documentation, and handle related adminis-
trative appeals.

The obligation of institutions to provide
information/documentation through innova-
tive solutions or other suitable means, without
requiring citizens and businesses to present
documents already available to the state ad-
ministration, thus eliminating the burden on
citizens and businesses, is also enshrined in
the Citizen’s Rights Charter under point 4,
“Eliminating the burden on citizens and busi-
nesses.”

This commitment remains largely declara-
tive and has not been effectively implemented
in the day-to-day practices of the public ad-
ministration, nor is it effectively reflected in
the relevant administrative procedures.

It is worth noting that, in the absence of
fully integrated systems, officials access the
platform using the citizen’s credentials in their
presence and with their explicit or implied
consent, but without a formal written consent
as required by law. Frequently, citizens request
assistance with opening a personal account on
“e-Albania,” changing passwords, and down-

loading documents such as personal/family
certificates or criminal record certificates.
However, as mentioned before, the assistance
provided by officials is subject to limitations
related to their functional duties, professional
knowledge (expertise) on the type/application
elements, and the responsibility they assume.

The right to active assistance during the
service delivery process, as provided in the
Citizen’s Charter, means that citizens have
the right to be supported by institution staff
throughout the entire process of obtaining a
service—from the initial request to every
stage of the service delivery. The Charter
states that: “civil servants responsible for de-
livering the service must provide information
and take active steps in your favour, with the
aim of facilitating the administrative process
and ensuring the final realization and deliv-
ery of the services you have requested.” It is,
therefore, unrealistic to achieve this level of
support solely through digital means, without
the possibility of in-person interaction at ser-
vice counters.

In terms of the role NPOs have played in
reducing the impact of the new approach, it’s
been noted that in cities like Fier,?! Berat, and
Kukés, where these organizations have been
active, they have provided practical, free-of-
charge assistance to citizens. For example,in
Berat, NPOs have supported citizens from
national minorities by helping them apply for
home renovations or register their children for
school. In particular, Berat stands out for fos-
tering a positive collaboration between vari-
ous stakeholders, including the Regional Of-
fice of the People’s Advocate, the Legal Aid
Office, the Social Services Office, NPOs, and
the Roma and Egyptian communities. This
cooperation has made it easier for these vul-
nerable groups to access services related to

21 Local NPOs have provided training to the farmers
on access to the platform regarding the services available to
farmers.
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housing, pensions, and education.

Overall, their engagement in implementing
the approach is not yet at the desired levels,
considering the limited possibilities for them
to secure funding from donors in this field.

In any case, ensuring citizens’ access to ser-
vices is the primary responsibility of the state
administration. However, it’s worth noting
that the “e-Albania” platform does not pro-
vide clear instructions on where citizens can
seek help if they face issues with accessing
a service. Other avenues, such as filing com-
plaints under Law no. 107/2021 “On Co-Gov-
ernance” or filing complaints with institutions
that protect fundamental rights and freedoms,
are meant to correct administrative violations
and restore citizens’ rights. These complaint
mechanisms are intended to fix problems
caused by the administration but should not be
confused with the process of applying fora
service.

Despite improvements on the ground,?
awareness and understanding on certain ele-
ments of access to services remain low, includ-
ing the importance of the account as a person-
al archive that stores personal data (password
retention, logging out after receiving the ser-
vice), and interaction within the portal. To il-
lustrate the situation on the ground, reference
is made to the case of farmers in the Kukés
area, who have been assisted by an NPO oper-
ating in that city to obtain services through the
“e-Albania” platform. One of the findings of
the NPO was that farmers had been using the
same password as an easier way to remember
how to access the system for services.

In less than two years since the digital
approach was introduced, and given the dif-
ferent levels of services available (such as

22 Thanks to the awareness policies implemented by the
executive to educate citizens regarding the new approach, and
the improvement of the platform’s features that make it more
user-friendly for all categories of users, such as Virtual Assis-
tant 1.0 or similar applications that are in development.

downloading documents or handling applica-
tions of low, medium,?® and high complexity),
it seems that citizens are starting to rely on
specific types of entities for certain services,
even though there is limited official data on
this trend.?*

There is a trend where services related to
property rights are obtained for a fee from no-
tarial offices (applications with the State Ca-
dastre Agency pose a high level of difficulty
as they are technical and time-consuming).
Other services with a medium level of diffi-
culty, such as applying for a pension, which
requires simple data entry, are provided by
law offices. Internet centres are primarily used
for downloading various documents such as
family certificates, criminal record certifi-
cates, etc. It should be noted that despite this
type of interaction, state structures like the
Free Legal Aid Offices, Social Protection Of-
fices, or the Regional Offices of the People’s
Advocate, and the Commissioner for Protec-
tion from Discrimination have also provided
assistance to citizens.?®

Officials from the aforementioned institu-
tions (such as the Legal Aid Offices), who have
been willing to help citizens access services
on the platform, have not always been able to
do so, due to lack of the necessary knowledge
for applying in a specific field, e.g., property
issues (applications with the State Cadastre

23 Applications for credit extension, retirement pension
arrangements, or others that involve entering data into the
system, based on which the institution recognizes any given
right.

24 The number of official complaints submitted to the
Commissioner for the Right to Information and Protection of
Personal Data, as well as the Commissioner for Protection
from Discrimination, is extremely low.

25 According to the 2023 Annual Report of the Commis-
sioner for the Right to Information and Protection of Personal
Data (KMD), it appears that the Regional Office in Shkodér
has informed/advised and referred 29 (twenty-nine) citizens
to the appropriate offices regarding issues with the provision
of online services, such as the method of online application
for reporting the loss of identification documents and online
application through “e-Albania” for obtaining retirement
pensions.
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Agency), or in cases where the required as-
sistance entailed taking on the responsibility
of entering accurate data such as those related
to acquiring the right to a pension. Concerns
have been raised that assistance to citizens, in
fact, exposes the officials to a responsibility?®
that is not part of their functional duties. Of-
ficials have provided this service prompted
by the desire to help the citizen, but they ac-
knowledge the lack of training (skills/knowl-
edge) for the full range of 1237 electronic ser-
vices offered on the platform. They often find
themselves unable to assist the citizen, as each
service has its own specific application meth-
ods and service modalities.

V2 NON-DISCRIMINATION

From the perspective of this report, dis-
crimination is closely linked to the effects that
the digitalization process has had on the abil-
ity of certain groups to access the public ser-
vices guaranteed to them by the Constitution
and legislation. In accordance with the above,
it is important to analyse discrimination not
only as direct unfavourable treatment but also
as a consequence of laws or policies thatapply
equally to all citizens yet affect some groups
negatively. During field meetings, all
stakeholders emphasized the role the govern-
ment must play, as well as the impact civil so-
ciety has had in mitigating the negative effects
of digitalization, ensuring that every citizen’s
rights to online public services are respected.

Equal treatment and enjoyment of funda-
mental human rights without discrimination
as a principle is enshrined in Article 18 of the

26 Article 15 of the Code of Administrative Procedure
stipulates that public bodies and their officials, when conduct-
ing an administrative procedure, are responsible for the dam-
ages they cause to the parties, in accordance with the relevant
legislation.

Constitution. The Constitution stipulates that
all citizens are equal before the law and can-
not be discriminated against based on a closed
list of grounds, except where there is reason-
able and objective justification.?” The Consti-
tution provides special protection for national
minorities aimed at ensuring they enjoy their
rights and freedoms on an equal footing be-
fore the law.?®

In line with this constitutional principle, the
legislator has enacted specific legislation,
namely the Law “On Protection from Dis-
crimination” (LPD), which aims, among other
things, to ensure equal opportunities for all in-
dividuals to exercise their rights as recognized
by the Constitution, laws, and the ratified in-
ternational acts (Article 2).

The Law on Protection from Discrimina-
tion specifically protects every citizen from
discriminatory behaviour in accessing ser-
vices provided by public and private entities.
In a dedicated chapter (Chapter 1V), the LPD
prohibits discrimination in the field of goods
and services, stipulating that anyone offering
services to the public (whether for a fee or
free-of-charge) cannot discriminate against
any person by refusing to provide the service
on the protected grounds under this law, or by
offering the service in a manner, conditions, Or
quality that is different from those offered to
the public in general.?® This legal provision
should be interpreted alongside the jurispru-
dential understanding of discrimination, not
only as unequal treatment of persons in sim-
ilar conditions (formal equality) but also as
equal treatment of persons in different condi-

27 Article 18, point 2 of the Constitution expressly pro-
vides for the following as protected grounds: gender, race, re-
ligion, ethnicity, language, political, religious, or philosophi-
cal beliefs, economic status, educational status, social status,
or parental affiliation.

28 Atrticle 20 of the Constitution of the Republic of Al-
bania

29 Law on Protection from Discrimination, Article 20,
point 1.



32 Digitalization of public services and protection of Human Rights in Albania

tions (substantial equality).2°Although it does
not explicitly address cyberspace, the Law on
Protection from Discrimination is applicable
to violations occurring in any environment
and by any means, including cyberspace.3!

The Government’s Digital Agenda for
2022-2026, although it does not explicitly
mention non-discrimination as a guiding prin-
ciple of the process, is implemented in line
with constitutional provisions, which obligate
the public administration to respect this prin-
ciple. The Digital Agenda aims to improve
citizens’ lives and leverage digital technolo-
gy as a social equalizer, enabling citizens to
engage and contribute to society regardless of
age, gender, education, economic status, sexu-
al orientation, or ethnic background.2

While the legal framework seeks to regu-
late relations in a specific area, the outcome
(result) of its implementation does not always
align with the legislator’s intent. This can
occur because legislation, even if well-in-
tentioned and designed to improve a specif-
ic field, may have unforeseen or unintended
effects in practice. The legal consequences of
implementing the law can vary for different
people and groups, placing some in unfavour-
able conditions. In the case of legislation on
the digitalization of public services, its imple-
mentation has had different effects on various
groups of citizens. While some citizens have
been able to benefit from the new services
with ease and efficiency, others have faced

30 European Court of Human Rights (ECHR), Applica-
tion no. 34369/97, Judgment dated 06/04/2000, paragraphs 46
and 47.

31 Geneva Centre for Security Sector Governance
(DCAF) and Institute for Democracy and Mediation (IDM)
(2022), Bridging the Gap between Cybersecurity and Rights,
p. 12.

32 This objective is outlined in Objective 2 (Citizen
Preparedness for Future Challenges) of Goal 3 (Digital Citi-
zens: Citizens and Privacy, Data Transparency, and Services
to Citizens) of the Digital Agenda 2022-2026. See: Council
of Ministers Decision No. 370/2022, for the approval of the
Inter-Sectoral Strategy “Digital Agenda of Albania” and the
Action Plan 2022-2026, p. 26.

significant difficulties in accessing and using
these services. This happens due to factors in-
cluding a lack of technological skills, lack of
internet access or digital devices, and lack of
knowledge about using new digital platforms.
This indicates the need for a more inclusive
and supportive approach to ensure that all cit-
izens have equal opportunities to benefit from
digitalized public services.

By way of formulation, the Law on Protec-
tion from Discrimination outlines two forms
of discrimination: direct and indirect. Indirect
discrimination is closely related to the imple-
mentation of legislation or seemingly neutral
practices that result in less favourable treat-
ment of a person or group of persons on the
protected grounds under the LPD.%

In an effort to ensure that all citizens can
access public services, institutional mecha-
nisms for the protection of human rights have
reacted immediately following the decisionto
implement the digital-only approach. The
People’s Advocate has sought information
from NISA regarding the possibilities for peo-
ple with disabilities to access public services
on “e-Albania.”®* Meanwhile, the Commis-
sioner for Protection from Discrimination has
addressed issues through individual or group
complaints, as well as those submitted by
NPOs. Although the number of reported cases
remains low, the general approach has been
to consider such issues as a structural viola-
tion of human rights. Information from field
meetings with municipal authorities indicates
that the efforts of various actors have focused
on supporting access to services, rather than
taking a complaint-based approach aimed at
restoring the violated right.

The Law on Protection from Discrimina-

33 Law on Protection from Discrimination, Article 3,
point 7

34 People’s Advocate, Annual Report — Activity of the
People’s Advocate institution, Year 2022, p. 120. Annual re-
port of the activity the institution of the People’s Advocate for
the year 2022.pdf (avokatipopullit.gov.al)
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tion provides protection against discrimina-
tion in the field of services for an open list
of protected grounds® which were identified
during the drafting of this report as factors that
hinder or complicate efforts by certain groups
of citizens to enjoy their rights to access the
services provided by public authorities
through the digitalization of administrative
procedures. Some of the supposed reasonsfor
discrimination in accessing online public
services include race, ethnicity, colour, lan-
guage, economic and educational status, age,
family background, marital status, residence,
health condition, disability, and membership
in a specific group.® As noted in the analysis
of Access, some issues were also highlighted
during an inspection by the Prime Minister’s
Office in May 2022, which noted “difficulties
faced by some citizens in accessing online ser-
vices due to old age and/or lack of appropri-
ate electronic devices.”®’

The right to equal treatment and non-dis-
crimination in accessing public services isalso
stipulated in the “Citizen’s Charter for
Accessing Public Services,” which prohibits
the use of discriminatory criteria in providing

35 The Law on Protection from Discrimination, Article
1 stipulates that: This law regulates the implementation and
respect for the principle of equality and non-discrimination in
relation to race, ethnicity, colour, language, nationality, polit-
ical, religious or philosophical beliefs, economic, educational
or social status, gender, gender identity, sexual orientation,
sex characteristics, living with HIVV/AIDS, pregnancy, paren-
tal affiliation, parental responsibility, age, family or marital
status, civil status, residence, health status, genetic predispo-
sitions, physical appearance, disability, affiliation with a spe-
cial group, or any other reason.

36 This information is gathered from all meetings at the
regional offices of the People’s Advocate and the Regional
Office of the Commissioner for Protection from Discrimina-
tion in Fier.

37 This information was sent by the Prime Minister’s Of-
fice to the Commissioner for Protection from Discrimination
during the process of reviewing a complaint related to the
provision of online services through the ‘e-Albania’ platform.
See: Commissioner for Protection from Discrimination,
Decision No. 133 dated 5.7.2022. Decision-no-133-date-
05.07.2022-Vendim-nr.-133-date-05.07.2022-R.G-kunder-
Keshillit-te-Ministrave-Arritje-efektiviteti.pdf (kmd.al)

services for an open list of grounds.®

In analysing the information gathered from
the meetings, it appears that certain groups
face discrimination based on more than one
reason when accessing public services, and
these reasons interact with one another. For
example, older individuals are discriminated
against not only based on “age” but also due
to “educational status” or “digital skills” (the
last two considered as “other reasons” since
digital skills are not explicitly mentioned in
the Law on Protection from Discrimination).
Accordingly, the LPD identifies severe forms
of discrimination, where discrimination is
based on more than one reason, is repetitive,
occurs over a long period, or has particularly
harmful consequences for the victim.*® Addi-
tionally, the LPD considers the denial of rea-
sonable accommodation as a specific form of
discrimination.*

In this context, the following is a case
handled by the CPD involving discrimina-tion
based on educational status and age. The
complainant, due to her old age and low edu-
cational level, as well as her economic condi-
tion, lacked the skills, knowledge, and means
to independently access a cadastral service

38 Point 5 of the Charter links discriminatory criteria to:
gender, race, colour, ethnicity, language, gender identity, sex-
ual orientation, political, religious or philosophical beliefs,
economic, educational or social status, pregnancy, parental
status, parental responsibility, age, family or marital status,
civil status, residence, health status, genetic predisposition,
disability, belonging to a specific group or any other reason.

39 Article 3/1 of the Law on Protection from Discrimina-
tion provides: Any discriminatory behaviour that is motivated
by more than one cause, when committed more than once,
when it has lasted for a long period, or when it has caused
particularly harmful consequences for the victim constitutes
a severe form of discrimination

40 Article 3/9 of the Law on Protection from Discrim-
ination provides: Denial of reasonable accommodation is a
form of discrimination that occurs whenever there is a refusal
or opposition to making necessary and appropriate changes or
adjustments required in a particular case, which do not impose
an undue burden, in order to ensure the enjoyment and
exercise of fundamental rights and freedoms, recognized
within the national legal framework, on an equal basis for
persons with disabilities or those in other conditions men-
tioned in Article 1 of this law.
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provided by the State Cadastre Agency sole-
ly through the “e-Albania” platform. Con-
sequently, she had to seek this service at an
internet centre for a fee. The CPD found that
the complainant, due to her advanced age,
low educational level, and economic condi-
tion, was unable to independently access the
cadastral service offered by the State Cadastre
Agency solely through “e-Albania.” The CPD
concluded that the complainant was placed in
a less favourable position and was negative- ly
impacted by this method of service deliv- ery,
even though services were offered in the same
manner to everyone. The CPD further
assessed that having to access cadastral ser-
vices online through e-Albania, with the help
of third parties, incurs additional costs forthis
category of people compared with other
people who can access online services inde-
pendently. The Commissioner stated that the
State Cadastre Agency’s failure to treat the
complainant differently - whereby providing
an alternative method of service delivery,
which she could have accessed independent-
ly despite her old age, educational level, and
economic condition - was not objectively jus-
tified. Therefore, the practice followed by the
State Cadastre Agency in offering online ca-
dastral services, seemingly equal for all, was
found to be in violation of the Law on Protec-
tion from Discrimination and constituted “in-
tersectional discrimination,” where multiple
grounds interact to produce unique forms of
discrimination.*

Despite being one of the few complaints
submitted and handled according to the law,
this case fundamentally illustrates the barriers
faced by this segment of society.

Parallel to the desk review of provisions
on protection from discrimination in the le-
gal framework, information was gathered in

41 Commissioner for Protection from Discrimination,
Decision No. 179, dated 12.09.2023. Vendim-nr.-179-date-
12.09.2023-R.G-kunder-Agjencise-Shteterore-te-Kadastres-
Diskriminim-ndersektorial-dhe-te-terthorte.pdf (kmd.al)

meetings with leaders of human rights institu-
tions and a broad range of participants. It ap-
peared that certain groups of people are more
likely to be ‘victims’ of discrimination in ac-
cessing online public services, as indicated
below. There is an awareness among partici-
pants that certain groups cannot access these
services online due to a lack of practical and
digital skills (mainly the elderly); others due
to economic reasons (lack of financial means
to buy appropriate technological devices to
access the service portal); and still more peo-
ple due to low educational levels (unable to
fully understand the process and digital tools).
The results of a 2022 survey on “Trust in Gov-
ernance” show that while 82.9% of citizens
claim to have used online services through the
“e-Albania” portal, less than half (47.9%) did
so independently, without outside assistance.*2

V21 The Elderly

The elderly are considered at higher risk
of having their rights violated or disregarded,
notwithstanding the ratification of the rele-
vant international acts and enactment of do-
mestic legislation on such rights. According to
the national policy document on aging, the
elderly are among the most excluded groups
of the population.** Regardless of the form
of public service delivery, elderly individu-
als in European countries, similarly to those in
Albania, face barriers in accessing public
services independently. They often require
assistance from family members, administra-
tion employees, or various community-based
organizations. During discussions, the elderly
were identified as the most affected group, un-
able to access public services independently
due to lack of education or digital skills. The

42 Friedrich Ebert Stiftung (2023), Political trends & dy-
namics- Cyber security in Southeast Europe: past, present,
and future, Volume 2, p. 15.

43 Council of Ministers Decision No. 864/2019, on the
approval of the national political document on aging, 2020—
2024, and the action plan for its implementation, p.3
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European Union Fundamental Rights Agency
(FRA) notes that the elderly enjoy certain fun-
damental rights guaranteed by law, hence ex-
cluding them from access may violate the law
and increase dependency, social isolation, and
powerlessness among older adults.*

Both the elderly and NPOs regard the digi-
talization of public services as a positive pro-
cess that could assist them, provided certain
conditions are met to facilitate its implemen-
tation. The inability to access online services
is closely tied to a lack of financial resources,
which restricts access to these services (such
as the inability to afford internet access or
suitable electronic devices). According to an
INSTAT survey, in 2023, 83.1% of the popu-
lation aged 16-74 used the internet, of whom
96.2% used it multiple times a day. However,
32.3% of individuals aged 65-74 reported to
never have used the internet, indicating a sig-
nificant gap, even though this figure decreased
by 4.6 percentage points compared to 2022.4
The FRA study emphasizes that while some
groups of older adults may see the use of dig-
ital public services as a positive opportunity,
the process can exacerbate difficulties in ac-
cessing these services solely online, especial-
ly for those without internet access, digital
skills, or supportive individuals.*® The Com-
missioner for Protection from Discrimination
also highlights that, despite the elderly relying
on relatives or friends for assistance, institu-
tions must take measures to support those liv-
ing alone and without available assistance.*’

44 European Union Fundamental Rights Agency, 2023,
Fundamental Rights of older persons- Ensuring access to
public services in digital societies, p. 7.

45 INSTAT (2023), Use of Information and Communi-
cation Technology in Households, 2023, pp. 1 and 5. Down-
loaded on 18.01.2014 from the link: P&rdorimi i Teknologjisé
sé Informacionit dhe Komunikimit né Familje, 2023 | Instat

46 European Union Agency for Fundamental Rights,
2023, Fundamental Rights of older persons- Ensuring access
to public services in digital societies, p. 19. Fundamental
rights of older people: ensuring access to public services in
digital societies | European Union Agency for Fundamental

Rights (europa.eu)

47 Meeting with the Commissioner for Protection from

The 2020 EU Council Conclusions empha-
size that “the digital divide between genera-
tions is significant and increases with age, "8
while the FRA stresses that the elderly are not
a homogeneous group, and this heterogeneity
may affect how they exercise their rights.*°

Key services used by the elderly include
applications for pensions or social and health-
care services. Regardless of the form of deliv-
ery, the government considers these services
to be critical and essential for the elderly.* In
the meetings, several issues were highlighted,
such as applying for admission into residen-
tial services through “e-Albania,”®* requesting
healthcare services online, and the provision
of online public services in national minority
areas predominantly populated by older indi-
viduals who lack the appropriate digital skills,
as well as facing difficulties understandingthe
portal’s terminology in the Albanian lan-
guage.>?

Institutions in the country have recognised
that Albania is beginning to experience the ef-

Discrimination, held on 27.12.2023 as part of the project.

48 EU Council (2020), Human Rights, Participa-
tion and Well-Being of Older Persons in the Era of Dig-
italisation- Council Conclusions, Brussels, fq. 5.
Improving the well-being of older persons in the era of dig-
italisation: Council adopts conclusions - Consilium (europa.
eu)

49 According to the FRA study, older adults reflect the
same heterogeneity in demographic and socio-economic
characteristics such as: gender, education, income, health sta-
tus, race, and migration history. See: European Union Agency
for Fundamental Rights, 2023, Fundamental Rights of Older
Persons - Ensuring Access to Public Services in Digital So-
cieties, p. 9.

50 Council of Ministers Decision No. 864/2019, on the
approval of the national policy document on aging, 2020—
2024, and the action plan for its implementation, p. 2.

51 Registration of the elderly in nursing homes is done
online, and often this system does not work, hindering the
placement of the elderly. The information was obtained from
a meeting with representatives from institutions and NGOs,
organized by the Office of the People’s Advocate, Shkodér.

52 Information from the meeting with representatives
from institutions and NGOs, organized by the Office of the
People’s Advocate, Dropull. Additionally, from the meeting
at the Local Office of the People’s Advocate, Sarandg, it was
pointed out that the Municipality of Finiq has 58 villages, and
the majority of their inhabitants are elderly.
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fects of population aging due to demographic
changes. The number of elderly individuals is
increasing, while the number of children and
young people is declining. INSTAT reports
that on January 1, 2023, compared to January
1, 2022, the old-age dependency ratio (the ra-
tio of the population aged 65+ to the popu-
lation aged 15-64) increased from 23.1% to
24.4%.%% Additionally, average life expectan-
cy has been steadily rising, with more people
able and expected to continue participating
actively in society even after retirement age.>*

Despite these data, in formulating policies
related to the digitalization of public services,
the government considers that Albania still
has a relatively young population compared
to other European countries and believes that
the use of artificial intelligence (Al) as part of
digital transformation will gain full support
from the population.®®

Nevertheless, the government is aware that
the elderly face difficulties in accessing pub-
lic services online. For this reason, the Digital
Agenda 2022-2026 aims to prepare citizens of
all ages for a digital society by providing train-
ing programs for all ages, social groups, and
professionals from various sectors, through a
lifelong learning approach.>®

In conclusion, implementing policies for
public service digitalization must be accom-
panied by specific supportive measures for the
elderly, who are among the most affected by
the technological changes. Continuous train-
ing and support, ensuring access to technolo-
gy and the internet, is crucial for the elderly to
equally benefit from public services. The Peo-
ple’s Advocate emphasizes the importance of

53 INSTAT (2023), Population of Albania - 1 January
2023, p. 2. Downloaded on 18.01.2014

54 Council of Ministers Decision No. 864/2019, on the
approval of the national policy document on aging, 2020-
2024, and the action plan for its implementation, p. 1.

55 Council of Ministers Decision No. 370/2022, on the
approval of the Intersectoral Strategy “Digital Agenda of Al-
bania” and the Action Plan 2022-2026, p. 26

56 Ibid, p.26-27.

engagement, transparency, and ongoing mon-
itoring in implementing training programs
tailored to specific age groups. Focus should
be placed on the elderly as the group facing
the most challenges when applying to benefit
from public services provided online.

V22 Persons With Disabilities

Albania has ratified the United Nations
Convention on the Rights of Persons with
Disabilities (CRPD), which addresses the ac-
cessibility of services and communication for
people with disabilities in two key articles.®’

Article 9 of the Convention, which is dedi-
cated to accessibility, requires governments to
ensure that people with disabilities have equal
access to all aspects of life, including informa-
tion and communication technologies. Sim-
ilarly, Article 21 of the Convention calls on
the State parties to take measures to provide
people with disabilities with access to public
information in formats and technologies that
meet their needs, without any extra costs.

In Albania’s national policies regarding
persons with disabilities, access to informa-
tion and digital technology plays a significant
role. Under Policy Goal 1 of the National Ac-
tion Plan for People with Disabilities 2021-
2025, Specific Objective 3 aims to achieve
accessibility to information and communica-
tion for persons with disabilities. To fulfil this
objective, public institutions are obligated to
ensure that information is available in formats
that meet the diverse needs of people with dis-
abilities. They must also ensure that persons
with disabilities can use information and com-
munication systems on an equal basis with all
other citizens.*®

57 Albania ratified the Convention on the Rights of Per-
sons with Disabilities in 2012 through Law No. 108, dated
15.11.2012.

58 Council of Ministers Decision No. 276/2021, on the
approval of the National Plan for Persons with Disabilities,
2021-2025, p. 46.
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An activity outlined to achieve this specif-
ic objective is ensuring accessibility to public
services, including ICT services.>® The gov-
ernment has recognized the need to develop
a culture and practice of ICT accessibility for
people with disabilities. The main goals focus
on reviewing the legal framework to include
accessibility elements for persons with dis-
abilities in information and communication
and adapting international standards for ICT
accessibility in government portals.®°

The National Disability Plan 2021-2025
anticipates the gradual implementation of ac-
cessibility standards on the “e-Albania” portal
and other portals interacting with the public,
particularly those related to emergencies or
extraordinary situations such as earthquakes,
pandemics, or other natural disasters. The plan
emphasizes the importance of informing, rais-
ing awareness, and training persons with dis-
abilities on using ICT in accessible formats.

The obligations that the Albanian state has
undertaken through the ratification of the
CRPD are integrated into Law No. 93/2014
“On the Inclusion and Accessibility of Per-
sons with Disabilities.” This law aims to
guarantee autonomous, independent, full, and
effective participation of persons with disabil-
ities in all spheres of life in an equal footing
with all other citizens. This goal also extends
to the provision of public services online.

Non-discrimination is a fundamental prin-
ciple of this law, reinforced by ensuring ac-
cessibility through the elimination of barriers
of all kinds. Accessibility should be a pro-
gressive process, along which the government

59 The measures outlined in the National Plan for Per-
sons with Disabilities 2021-2025 assess the needs of different
categories of persons with disabilities, specifically addressing
the requirement that public facilities and services be accessi-
ble to people with visual impairments, hearing problems, and
mobility difficulties.

60 Council of Ministers Decision No. 276/2021, on the
approval of the National Plan for Persons with Disabilities,
2021-2025, p. 47

61 Law No. 93/2014, Article 2.

takes measures to guarantee inclusion of and
accessibility for all persons with disabilities to
the maximum extent possible.®?

The law provides a definition of barriers
which includes communication difficulties for
people with sensory impairments, particular-
ly those with vision and hearing impairments,
those with limited or without verbal commu-
nication, and those who require information in
easy-to-read and understand formats. Further-
more, the law considers institutional barriers,
including issues in legislation and policies
(Article 3, point 3). These definitions should
guide the government policies on the digita-
lization of public services. The law mandates
state, central, and local institutions to gradual-
ly ensure funding for accessibility, in order to
remove environmental and infrastructural bar-
riers in public service provision (Article 12,
point 2). It also establishes advisory mecha-
nisms to make sure government policies guar-
antee accessibility and inclusion of persons
with disabilities in all areas.®® Furthermore, it
sets up monitoring systems to ensure that the
government meets its obligations under the
CRPD.%

The Citizen’s Rights Charter for Access to
Public Services stipulates the right of persons
with disabilities to be given priority in pub- lic
service delivery, including assistance fromthe
staff providing these services. The char- ter
requires that this process be based on the
standards of physical accessibility and access
to information. Furthermore, the communi-
cation methods, means, and formats used in
delivering public services must meet the re-
quirements for effective and appropriate com-
munication.

62 Law No. 94/2014, Article 4, item a, ¢ and é.

63 National Council for Disability. See: Law 94/2013,
Article 13.

64 The People’s Advocate monitors the rights and treat-
ment of prisoners and pre-detainees, while Commissioner for
Protection from Discrimination focuses on protection against
discrimination. See: Law 94/2013, Article 16.
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Meetings have revealed that persons with
disabilities face difficulties accessing digi-
talized public services. These difficulties vary
depending on the type of disability. Individ-
uals with disabilities may apply for critical
services such as disability status (once a year
or every six months), electricity reimburse-
ment, or retirement. Most individuals in this
group have only basic education and cannot
independently complete online applications to
access the services they are entitled to. Orga-
nizations advocating for the rights of persons
with disabilities emphasize the need to estab-
lish digital accessibility standards and certify
them.®® The digital approach has yet to achieve
the necessary compliance level according to
disability categories, in line with international
commitments and the aforementioned nation-
al legislation. Notably, achieving compliance
is part of Objective 1 of the Digital Agenda
2022-2026, dedicated to ‘“Digital Gover-
nance,” where it is anticipated that adapting
the “e-Albania” government platform and of-
ficial websites for access by persons with dif-
ferent abilities will be completed by 2025.

In 2022, the People’s Advocate raised with
NISA the issue of lack of access for persons
with disabilities to online platforms, request-
ing the adaptation of online platforms to pro-
vide information to this group. In response,
NISA states:

“..NISA is working intensively with the
World Bank to improve the ‘e-Albania’ plat-

form and its supporting infrastructures in or-
der to adapt it for persons with special needs
and add new functions for citizens and busi-
nesses easing their access to public services.
Additionally, investments will be made to in-

65 The lack of standards was identified during the con-
sultative meeting organized by the People’s Advocate with
representatives from civil society and institutions, dated
29.02.2024.

66 Council of Ministers Decision No. 370/2022, on the
approval of the Intersectoral Strategy ‘Digital Agenda of Al-
bania’ and the Action Plan 2022-2026, p. 20.

crease basic and advanced digital skills for
the population... This will also be subject to
regulation by relevant legal acts according to
the EU Directive on the accessibility of public
sector bodies’ websites and mobile applica-
tions, planned for approval by 2024. ¢

According to NISA, the improvement of
the platform to meet accessibility require-
ments began in 2022 and is currently under-
way.%8

Adapting online platforms for persons with
disabilities has been a concern for human
rights institutions in other countries, too. The
Défenseur des droits emphasized the impor-
tance of “enabling persons under guardianship
to exercise their rights independently whenev-
er possible.”®

In conclusion, it is clear that fulfilling the
obligations of the Albanian state to ensure
accessibility and inclusion for persons with
disabilities requires ongoing and sustained ef-
forts. While some progress has been made to-
wards improving access to online public ser-
vices, significant challenges remain. Efforts
to develop an accessible digital infrastructure
must be supported by clear policies, adequate
funding, and continuous monitoring to ensure
that these efforts translate into real benefits
for all citizens, especially those with disabil-
ities. Only a comprehensive and coordinated
approach may guarantee in full the rights of
persons with disabilities in Albania.

67 People’s Advocate, Annual Report - On the activities
of the People’s Advocate institution for the year 2022, p. 120.
Annual activity report of the People’s Advocate institution for
the year 2022.pdf (avokatipopullit.gov.al)

68 Council of Ministers and National Information Soci-
ety Agency, Monitoring Report 2022 - Digital Agenda of Al-
bania 2022-2026, March 2023, p. 7. Monitoring plan for the
Digital Agenda for 2022.pdf (akshi.gov.al) and Monitoring
Report for the period January - June 2023 - Digital Agenda of
Albania 2022-2026, July 2023.

69 This is an obligation that is also emphasized by the
Defender of Rights in France (Défenseur des droits). See: The
Defender of Rights (2022), Dematerialisation of public ser-
vices: three years later, where are we? p. 44.
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V23 National Minorities

National minorities in Albania which in-
clude the Greek, Macedonian, Aromanian,
Roma, Egyptian, Montenegrin, Bosnian,
Serbian, and Bulgarian communities are rec-
ognized by specific legislation.” In the meet-
ings, representatives from NPOs and local
institutions identified members of the Roma
and Egyptian communities as some of themost
marginalized groups as regards accessto
public services. The National Action Plan for
Equality, Inclusion, and Participation of
Roma and Egyptians 2021-2025 aims for
100% of Roma and Egyptian citizens to ben-
efit from various public services, such as civil
registry, primary legal aid, quality health and
healthcare preventive services, increasing the
number of children who complete pre-univer-
sity education, as well as housing programs.”
In addition to providing online services, the
government has planned continuous monitor-
ing of the implementation of the Action Plan
through the electronic system “ROMALB,”
which is designed to manage information on
relevant interventions, beneficiaries, and out-
comes."?

However, beyond government policy goals,
digitalization of public services has impacted
the realization of rights for these communi-
ties. Part of the Roma and Egyptian members
are not registered in the civil registry, which
prevents them from accessing public services,
including online services.”

70 Law 96/2017, “On the protection of national minori-
ties in the Republic of Albania,” Article 3, paragraph 2.

71 Council of Ministers Decision No. 701/2021, on the
approval of the National Action Plan for equality, inclusion,
and participation of Roma and Egyptians, 2021-2025, p. 36.

72 Council of Ministers Decision No. 701/2021, on the
approval of the National Action Plan for equality, inclusion,
and participation of Roma and Egyptians, 2021-2025, p.
63. PLANI-KOMBETAR-I-VEPRIMIT-PER-BARAZI.pdf
(shendetesia.gov.al)

73 Referring to the issues raised by the civil society or-
ganizations themselves at the consultative roundtable for the
presentation of the draft report, as well as in the recommenda-
tions and cases investigated by the institution of the People’s
Advocate.

Even for those registered with the public
offices, significant challenges persist, particu-
larly in accessing social housing and legaliza-
tion programs. To apply for these programs, a
certificate from the cadastre office is required
indicating that the applicant does not ownany
property. This is a complicated procedurewith
financial costs. Although their difficult
economic situation does not allow them to se-
cure housing independently urging these indi-
viduals to seek help from such programs, they
often encounter barriers. The government has
considered an innovation the recently intro-
duced electronic system for online housing
applications.” However, it is essential to con-
tinuously monitor this system’s functionality
and the impact of this mode of service deliv-
ery on service uptake levels.

Furthermore, these communities face diffi-
culties accessing public services in education,
such as registering children in pre-school ed-
ucation. This process is regulated by specific
laws governing the activities of local self-gov-
ernment bodies™ and pre-university educa-
tion.” Although there is no fee for this service or
registration, the application requires docu-
ments that are available online.”” Since chil-
dren in this age group are a constitutionally
and legally protected category, their parents
must have guaranteed institutional support
granted to facilitate online applications for
these services.

Obtaining certificates online, including

74 Council of Ministers Decision No. 701/2021, on the
approval of the National Action Plan for equality, inclusion,
and participation of Roma and Egyptians, 20212025, p. 49.

75 Law No. 139/2015, “On local self Governance.”

76 Law No. 69/2012, “On the Pre-University Education
System in the Republic of Albania.”

77 The documents required for registration in pre-school
education institutions (nurseries and kindergartens) are:a
personal certificate of the child with a recent photograph
(from the last 3 months); a family certificate; proof of res-
idence; a health certificate from the family doctor showing
that the child has received the mandatory vaccinations; the
paediatrician’s report; and stool culture analysis (faeces) if
applying to a nursery.
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birth certificates, is another service requiring
digital access. Members of these communities
lack internet access, digital skills, and appro-
priate technological devices to use the “e-Al-
bania” portal and often resort to alternative
ways (as mentioned earlier in the section on
Access), which come with extra costs for the
families.

In conclusion, significant challenges re-
main in order to make sure that national mi-
norities, particularly the Roma and Egyptian
communities, benefit from digital services eq-
uitably. The lack of registration in the Civil
Registry and difficulties in obtaining the nec-
essary documentation via the online platform
present significant barriers. The government
must ensure institutional support and contin-
uous monitoring to provide these communities
with full and effective access to public ser-
vices. This includes addressing their specific
needs and reducing the costs and bureaucrat-
ic obstacles they face. An inclusive approach
will enhance their quality of life and promote
full integration into the Albanian society.

V24 Low-Income People

Albania’s social protection policies are
anchored in the social objectives recognized
by the Constitution of the Republic of Alba-
nia, which mandates the State to ensure ev-
ery citizen a dignified life and quality public
services, including adequate food, housing,
health, and education. The 2020-2023 Social
Protection Strategy and its respective Action
Plan address poverty in an integrated manner,
with the primary strategic goal of mitigating
and alleviating poverty.

Vulnerable individuals, particularly those
in difficult economic conditions or with low
educational levels, face significant challenges
in exercising their rights amidst the digitali-
zation of public services. The CPD in its An-
nual Report 2023 notes that complaints in the

field of goods and services’® (regardless of the
form in which they are offered) are affiliated
with various communities, mainly vulnerable
groups, and are grounded on reasons such as
disability, race, and economic status.”

Difficulties in accessing online services,not
only in Albania but also globally, are linked to
financial inability to establish inter- net
connections and secure appropriate tech-
nological devices, or lack of skills in using
technological tools or understanding the ad-
ministrative language used on online service
portals.®? Meetings with stakeholders revealed
that vulnerable groups face greater difficulties
in accessing public services online.

Digitalization seems to complicate the de-
livery of services guaranteed to citizens by the
legislation and designed to ensure the social
protection of vulnerable groups.®! The lawon
social assistance aims to alleviate pover-ty
and social exclusion for individuals and
families.®? It would be counterproductive for
individuals who receive essential living ne-
cessities through social assistance schemesto
be forced to seek third-party assistance to
apply for various public services online due
to financial constraints that prevent them from
having a fixed internet installation or appro-
priate technological devices. In the absence of
administrative assistance, citizens often turn
to private legal consulting offices, or internet
centres, thus incurring additional service cost.

Applications for economic assistance are

78 Issues in the field of goods and services accounted for
56.1% of the total issues addressed by the Commissioner for
Protection from Discrimination in 2023, marking an increase
of 7.8% compared to 2022.

79 Commissioner for Protection from Discrimination
(2024), Annual Report 2023, p. 41

80 The Defender of Rights (2022), Dematerialisationof
public services: three years later, where are we? p. 39.

81 Social protection encompasses all interventions by
state and private entities aimed at easing the burden on fami-
lies or individuals for a range of needs and specific functions.
See: Social Protection | Instat

82 Law No. 57/2019, On Social Assistance in the Repub-
lic of Albania, Article 2, paragraph b
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made by the head of the family, who shows up
in person to the offices of social assistance and
service delivery at the relevant municipality.
The application is in the form of a self-dec-
laration and is electronically completed bythe
office employee. The economic assistance
scoring system integrates responses from
several institutions (Employment Office, Tax
Office, Social Security Office, Property Reg-
istration Office, Vehicle Registration Office,
etc.), meaning that the family member is not
required to physically visit the relevant institu-
tions or electronically access the “e-Albania”
platform for documentation. Family docu-
ments (e.g., family certificates) for those ap-
plying for economic assistance are generated
by the administration employee who access-
es the “e-Albania” portal. It should be noted
that in the meetings, local self-government
employees were concerned that, following
the cyber-attack on the National Information
Society Agency (NISA), they could no longer
access the civil registry system as employees,
but only through the applicant’s credentials.

Issues have been identified in the cases
where women with three or more children
apply for economic assistance. Since the gov-
ernment pays social security contributions
for these women, the system records them as
employed, barring them from applying for
economic assistance.®® Civil society organi-
zations engaged in protecting and supporting
victims of gender-based violence and domes-
tic violence have expressed concerns about
accessing the various services to which these
women are entitled to by law. The digitaliza-
tion of public services has complicated the
procedures for victims to benefit from social

83 Information from the meeting at the local office of the
People’s Advocate, Shkodér. This concern has been raised by
NGOs working on women’s rights. According to them, the
government pays social insurance for women with three or
more children, even though they are unemployed. Since they
are recorded as paying social insurance, the system, evidenc-
es them as employed and does not give them access to apply
for economic aid/assistance, as they appear as having a job.

housing programs or the economic assistance
scheme.

Meetings have identified as a barrier to ac-
cessing online services the lack of information
on the procedures to be followed, particularly
regarding the changes to be made in the civil
registry prior to applying for economic assis-
tance.

Due to low educational levels and the
technical terminology used by the systems,
domestic violence victims often do not fully
understand the procedures they need to follow
or the documents they need to upload.

In light of the need to mitigate the impact
of digitalization on the rights of vulnerable
groups, the People’s Advocate has empha-
sized the role of local self-government insti-
tutions and the approach they should take in
this process, particularly as regards the need to
control potential errors generated by the
scoring formula.®

In conclusion, the digitalization of public
services in Albania comes with significant
challenges for low-income individuals, hin-
dering the effective realization of their social
and economic rights. While national strate-
gies aim to alleviate poverty and social ex-
clusion, it is crucial that these policies are
accessible to all citizens, especially the vul-
nerable groups. Financial and technological
limitations, along with an inability to navi-
gate digital systems, have made it difficultfor
individuals to access essential services.To
address these challenges, it is essentialfor
the government and local institutions to
provide adequate support, ensure technical
assistance, and offer clear and comprehen-
sive information to all citizens, ensuring that
no one is left out of the system due to digi-
talization. This inclusive approach will con-
tribute to improving the lives of vulnerable

84 People’s Advocate, Recommendation No. Doc.
202300529/8.
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groups and achieving a fairer and more eq-
uitable society.

V25 Children and Youth

Children and youth may be regarded in two
perspectives: both as recipients of various on-
line services and potential contributors to re-
ducing the digital divide, particularly for their
family members.

In the first aspect, children and young peo-
ple access online services either independent-
ly or through their parents/guardians. These
services span various areas such as health,
education, vocational training, and profes-
sional development courses. Common online
services include registration in nurseries/kin-
dergartens, enrolment in the first grade, and
obtaining certificates.

During Open Day activities, the Section for
Children’s Rights Protection at institution of
the People’s Advocate has identified issues re-
lated to parents’ concerns about lack of access
to the “e-Albania” portal as regard education-
al institutions outside their place of residence.
Parents seek to enrol their children in schools
close to their workplaces or close to relatives,
where the latter offer to help with commuting
the child to school.

The first encounter with discrimination in
the field of education (considered as one of the
most important public services for children
and youth) is associated with online teaching
and learning during the COVID-19 pandem-
ic. Défenseur des Droits emphasizes that this
period highlighted how social and educational
inequalities are exacerbated by digital tools
available to most children but not to everyone,
and not always under satisfactory conditions.
This led to medium and long-term conse-
quences that are still difficult to address.®

85 The Defender of Rights (2022), Dematerialisation
of public services: Three years later, where are we? p. 50

In Albania, depending on their place of
residence or family income levels, children
struggled to obtain appropriate computer tools
for online learning. The People’s Advocate
has been addressing this issue for two years.

In 2020, the COVID-19 pandemic neces-
sitated the closure of educational institutions.
The People’s Advocate found that children
from low-income families, those living in
rural areas with poor infrastructure, children
from ethnic and linguistic minorities, chil-
dren with disabilities, and children in conflict
with the law faced significant barriers due to
the lack of access to online learning, result-
ing in lower-quality education. Both students
and teachers encountered challenges due to
insufficient training for online teaching and
learning. In response to the new approachto
teaching and learning, the institution
addressed several aspects of this process:
prioritizing teacher training and capacity
building, adapting textbooks, and finding the
most accessible technologies for both rural
and urban students.®® In 2020, the People’s
Advocate issued a legislative recommenda-
tion to “improve legislation in the field of
communication, technology, and innovationin
order to guarantee children’s rights in the
digital environment.”®’

In the 2021 Annual Report, the People’s
Advocate also highlighted “major issues re-
lated to gaps and deficiencies in equipping
students with the necessary knowledge due to
the shift to online teaching.”®®

In collaboration with UNICEF, the People’s
Advocate prepared a 2021 Report (CRIA) on
the impact of COVID-19 measures on chil-
dren’s rights. This report analysed children’s
access to technology and digital platforms
during COVID-19, noting that “data indicate
17.8% of respondents could not follow online

86 People’s Advocate (2021), Annual Report2020, p.28
87 lbid, p. 142
88 People’s Advocate (2022), Annual Report 2021, p. 107
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classes, with 13.4% lacking the necessary
tools or being part of large families where not
everyone had the opportunity to attend online
classes. Meanwhile, 4.1% had no internet
service, insufficient service, or intermittent
connectivity. This situation underscored the
existing inequality in access to technologyand
digital devices among children. With the
extension of school closures, several digital
learning platforms in the Albanian language
were introduced. The choice of the primary
communication platform was made at the lev-
el of the educational institution. "

Regarding the second aspect, young peo-
ple are considered to have the necessary digi-
tal skills, particularly when it comes to using
smartphones, social networks, or various on-
line games. However, their skills for handling
online administrative procedures are not ade-
quate. According to a study by the Défenseur
des Droits, young people under 25 face diffi-
culties in this respect, because online admin-
istrative procedures require completing forms
with complex concepts, terms, and codes,
necessitating that young people be equipped
with administrative knowledge.®

The need for comprehensive training on
digital literacy extends beyond basic skills ac-
quired in school. Young people require prac-
tical training in everyday digital tasks, such
as creating an email, scanning documents,
attaching files, and understanding administra-
tive portals, as well as learning the administra-
tive terminology used in official documents,
etc.%! During discussions with various inter-
est groups at the People’s Advocate’s office
in Kukés, they pointed to the need for school
curricula to include topics on digital skills,
especially navigating public service portals(e-
Albania), in order to prepare students for

89 People’s Advocate (2021), Child rights impact assess-
ment (CRIA), p. 26.

90 The Defender of Rights (2022), Dematerialisation
of public services: Three years later, where are we? p.47

91 Ibid, p. 48

the newly created reality of accessing public
services online.

Under the Digital Agenda, NISA reports
that projects aimed at enhancing digital skills
are being implemented, such as:

e Introducing “ICT and Coding” cours-
es and reformulating ICT teaching in pre-uni-
versity education; equipping all pre-university
schools with smart laboratories accessible to
all students; preparing ICT teachers to deliver
interactive lessons aligned with modern cur-
ricula, platforms and devices.

e Establishing a network of smart labs to
support ICT education in pre-university ed-
ucation.

Since these projects span over long time
horizons, careful monitoring of their imple-
mentation is required.

In conclusion, it is evident that children
and youth in Albania are significant players in
the context of public service digitalisation. As
recipients of digital public services through
the on-line platforms such as e-Albania, they
may contribute to reducing the digital divide
for their relatives. To improve access to and
enhance benefits from the ICT technology, it is
necessary to address the current drawbacks,
such as lack of suitable means for online
teaching/learning and the need for youth-tai-
lored training on how to use the administra-
tive platforms. Current governmental efforts,
such as incorporating the subject of “/CT and
Coding” into the curriculum and establishing
smart labs in the schools, are positive steps.
However, sustained follow-up is needed for
these projects to be successful and reach their
objective for an inclusive and effective digital
education.

V26 People Deprived of Liberty

The category of persons deprived of liber-
ty should be treated in the manner enshrined
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in important principles set out in the relevant
legislation, according to which “the prisoner
shall be treated with dignity and respect for
his/her human rights.” This means that pris-
oners’ rights may not be removed or restricted,
save by court sentence or by way of pre-trial
prison arrest. Such deprivation must be kept to
the minimum necessary and only as neces-
sitated by the pursuit of a legitimate aim.%

European countries have different expe-
riences: some northern European countries
(and many more) allow limited and controlled
internet access for persons deprived of lib-
erty. There are certain examples of new de-
velopments on the smart prison concept that
combines a wide range of electronic services
and possibilities for study, rehabilitation, and
communication in prison, designed to support
the reintegration of prisoners into society after
release. These examples come from various
countries, such as Belgium,®® where the digital
platform Belgium PrisonCloud is applied, and
Finland, where the development of digital ser-
vices for prisons focused on creating a smart
women’s prison, which opened in the fall of
2020.%* However, in France according to the
report of the Human Rights Defender, access
to technological tools and the internet is not
allowed.

The report of the Défenseur des droits
holds that denial of internet access to prison-
ers has no legal basis; although certain rights

92 Law No. 81/2020, On the Rights and Treatment of
Convicted Prisoners and Detainees, Article 5; Law No. 81,
dated 25.6.2020 “On the Rights and Treatment of Convict- ed
Prisoners and Detainees” (dpbsh.gov.al); Decision of the
Council of Ministers No. 209/2022, On the Approval of the
General Regulation of Prisons, Article 2, Points 1, 2, and 7,
Decision No. 209 dated 06.04.2022 “On the Approval of the
General Requlation of Prisons”. (dpbsh.gov.al)

93 The Defender of Rights (2022), Dematerialisation
of public services: three years later, where are we? p.37.

94 Hameenlinna Smart Prison was the first prison estab-
lished in 2020, followed by Pyhéselké& Prison in 2022 and
Kylmékoski Prison in 2023.
https://www.rikosseuraamus.fi/en/index/topical/pressreleas-
esandnews/2023/smartprisonsolutionadoptedintwomorepris-
onsinfinland.html

are restricted to prisoners in accordance with
the judicial decision and the security mea-
sures applied by the penal institutions (mainly
the right to movement), they retain the other
rights.% Law no. 81/2020 “On the rights and
treatment of sentenced and pre-trial detained
persons” (hereinafter Law no. 81/2020) en-
shrines the obligation of the institution’s
personnel to provide the necessary means to
the prisoner to maintain written correspon-
dence; in the case of prisoners without finan-
cial means, the institution’s personnel should
provide pre-paid telephone cards, or enable
online meetings (Article 49, point 7). Digita-
lization increases the opportunities for contact
with relatives. A good example was estab-
lished in Albania (and other countries) during
the Covid-19 pandemic, namely that due to the
restriction of physical meetings, prisoners
were given the opportunity to communicate
via online platforms with their families. This
right remains available to those prisoners who
choose to use it.

On the other hand, this law provides that,
in addition to newspapers, magazines, and
books, prisoners should be allowed to use oth-
er means of information (Article 49, point 10).
However, neither Law no. 81/2020, nor the
General Prison Regulation®® provide for inter-
net access, in general, or access to the “e-Al-
bania” portal in particular. On the contrary,
transmission and communication devices,
including the necessary means of accessing
the internet, such as mobile phones, are ex-
plicitly prohibited to prisoners in the premises
of the Institution for the Execution of Crim-
inal Decisions (IECD).%” Therefore, it would
be a positive measure to ensure controlled
internet access and the necessary devices to
enable contacts with relatives or authorities

95 The Defender of Rights (2022), Dematerialisationof
public services: three years later, where are we? p. 36.

96 Decision No. 209, dated 6.4.2022 of the Council of
Ministers “On the Approval of the General Regulation of
Prisons”

97 Ibid, Article 26, point 1/c.
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through video visits and video conferences.
This is something that is already being used
in practice. According to the regular report of
the European Committee for the Prevention
of Torture and Inhuman or Degrading Treat-
ment or Punishment (CPT), published in Jan-
uary 2024, once a month, prisoners had the
opportunity for one of their short visits to be
replaced with a free video call via online plat-
forms like Skype.%®

One of the aims enshrined in the Albanian
legislation is to provide support for prisoners
to reintegrate into society, with a special fo-
cus on minors and prisoners from marginal-
ized categories. The individual treatment plan
is drawn up in cooperation with the structures
responsible for education services, vocational
training, and employment, as well as non-prof-
it organizations.*

DCM no. 602, dated 13.10.2021, “On the
determination of specific rules for the employ-
ment of prisoners, relevant working condi-
tions, duration, and remuneration, " among
other things, determines the payment for pris-
oners working for the prison administration
or private entities. According to complaints
handled by the institution of the People’s
Advocate, in some cases, prisoners did not
receive payment on time because they could
not afford to pay the relevant fee for an ID
card, and subsequently were not able to open a
bank account. In some cases, they had to wait
long-time before being able to complete these
procedures. Technical assistance by the prison
administration with access to digital services
would help this category of prisoners to carry
out the procedures electronically much faster.
On the other hand, it would be an opportuni-

98 CPT (2024), Report to the Albanian government on
the periodic visit to Albania carried out by the European
Committee for the Prevention of Torture and Inhuman or De-
grading Treatment or Punishment (CPT), p.33.

99 Law 81/2020, Article 5, Points 3, 9, and 12.

100 Decision of the Council of Ministers No. 602/2021
implementing Article 43, Point 12, and Article 44, Point 1 of
Law No. 81/2020.

ty for prisoners to obtain services/documents
related to their working period and social se-
curity payments, which would come in useful
for retirement and job-experience purposes
after release from prison.

According to the Albanian legal frame-
work on the treatment and rights of prisoners,
it is noteworthy that one of the positive devel-
opments of Law No. 81/2020 is the guaran-
tee of the right of prisoners to continue sec-
ondary and higher education during their stay
in the penitentiary institutions. The Code of
Criminal Justice for Minors also provides for
the obligation to ensure that the accused/sen-
tenced minor/youth receive compulsory ba-
sic education and, as appropriate, secondary or
higher education. Furthermore, education in
pre-detention and imprisonment facilities for
minors must comply with the educational
standards in the Republic of Albania.'®

The rights of minors should be subject to
special attention in terms of both the law and
its correct enforcement in real life. Treatment
should be based on the principle of the best
interest of the child, their social integration,
education, and prevention of reoffending.'%?
Therefore, it would be important for prisoners
to have limited and controlled access to por-
tals with educational content, as well as those
providing teaching/learning services.

The People’s Advocate delivered a rec-
ommendation aiming to guarantee the right
to education and life skills for minor XX in
conflict with the law who was serving a sen-
tence in the IECD of Kavajé. A student in the
12th grade, the minor XX requested that he be
given the opportunity to attend/complete the
remaining part of the school year, coinciding
with the completion of secondary education.
In the 2020-2021 academic year, in the best

101 Law No. 37/2017, “Criminal Justice Code for Mi-
nors,” Article 117, Points 1 and 2.

102 Decision of the Council of Ministers No. 209/2022,
On the Approval of the General Regulation of Prisons, Article
43, Points 6, 10, and 11.
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interest of the minor in conflict with the law
and deprived of liberty, the People’s Advocate
recommended using alternative online teach-
ing/learning approaches, as appropriate, to al-
low the minor XX to complete his education.
The recommendation was titled, “Taking im-
mediate and necessary measures by the Min-
istry of Education, Sports and Youth, the Min-
istry of Justice and the General Directorate of
Prisons, to ensure that the pre-detained minor
XX in the Institute for Minors in the city of
Kavajé, attends/completes the academic year
2020-2021, even after his transfer to another
institution for the execution of criminal deci-
sions.”

In 2022, the People’s Advocate reviewed
the complaint of a sentenced person who
claimed that he had not been given the oppor-
tunity to complete higher education. Before
imprisonment, the prisoner was studying at
a public university in Tirana. Following his
sentencing, the convict expressed the desire
to carry on with his studies and requested the
General Directorate of Prisons accordingly,
but was not guaranteed the right to education.
An administrative investigation into this case
revealed that the prisoner was granted the op-
portunity to continue his studies through the
online platform in the academic year 2022-
2023. However, the General Directorate of
Prisons and the relevant prison unit encoun-
tered difficulties in ensuring that he could
practically attend online lectures every day for
3-4 hours due to incomplete infrastruc- ture
capacities and the schedule of activities in the
IECD. Given that the opportunity to pursue
higher education was offered solely online, the
difficulties encountered resulted inthe failure
to guarantee the sentenced person’sright to
education.  Additionally, the People’s
Advocate found that the implementing by-law
on the rules of the actual conduct of the edu-
cational process was not issued, although it
should have been issued within three months

from the entry into force of Law no. 81/2020.1%

The People’s Advocate in France (Défen-
seur des droits) also emphasizes the impor-
tance of digitalizing the daily activities of
prisoners and the possibility for them, through
technological means and internal portals, to
complete some actions such as tracking the
status of their requests, registering for activi-
ties, etc., while ensuring they follow the pris-
on’s internal procedures.%

The Albanian government is engaged in
digitalizing activities within the IECDs. One
aspect of this process relates to the manage-
ment of visits and entries/exits in the prisons.
December 2022 saw the implementation of the
electronic system for managing visits and
entries/exits in the institutions for the execu-
tion of criminal decisions. The system consists
of an integrated electronic platform for man-
aging and tracking visitors, administration
members, and inmates’ entries and exits. The
implementation consists of several activities,
including integration with third-party systems
and a dedicated service to “e-Albania.”*® This
means that the prison units can now provide
inmates the opportunity to access controlled
online services through this portal. The Euro-
pean Committee for the Prevention of Torture
and Inhuman or Degrading Treatment or Pun-
ishment (CPT) welcomed the initiative to in-
troduce an online visit reservation system for
families in order to avoid long queues outside
the prison facility.'%

Another initiative in this direction is the
project enabling online purchases for persons

103 People’s Advocate, Annual Report - On the Activities
of the People’s Advocate Institution, 2022, page 33.

104 The Defender of Rights (2022), Dematerialisation
of public services: Three years later, where are we? p. 37.

105 Council of Ministers and NISA (2023), Monitoring
Report for the Period January - June 2023 - Digital Agenda of
Albania 2022-2026.

106 CPT (2024), Report to the Albanian government on
the periodic visit to Albania carried out by the European
Committee for the Prevention of Torture and Inhuman or De-
grading Treatment or Punishment (CPT), p.32.
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deprived of liberty, which started in mid-2022
and was fully implemented in January 2023.
As of this January, all prisons in the country no
longer have stores within their territory. How-
ever, sentenced and pre-detained persons will
not be deprived of the opportunity to purchase
food or industrial products. To enable the new
purchasing approach, a bank account number
has been opened for each inmate with a sec-
ond-level bank. In each of these accounts, the
prisoners’ families and relatives can deposit
money, which may then be used by inmates to
buy things. The purpose is not only to protect
the prisoners from the abusively high prices of
the former prison stores, but also to avoid
abuse and arbitrariness with prices, which
were subject to no checking standard previ-
ously. Secondly, to provide a better, more cul-
tured service for prisoners and ease the burden
of relatives and families. Thirdly, to enhance
security in the prison. According to the agree-
ment between the Prisons and the private op-
erator providing this service, the product pric-
es cannot be higher than the market price. For
online purchases, prisoners will use a tablet
device handled by co-inmates who are specif-
ically trained and employed for this purpose.
At the same time, inmates are provided with
a unique code and password to identify them-
selves on the device. The project also provides
for the moment of release from prison, with
the prisoner being given a check to withdraw
the unspent balance in their account.

The commercial unit operates normally
as required by the project approved by the
General Directorate of Prisons. The People’s
Advocate institution assesses that this solu-
tion has enabled detainees to choose from a
wider range of products, as well as reducing
price abuse. Additionally, this method creates
employment opportunities for convicts and
pre-detainees.

In conclusion, the digitalization and im-
provement of the conditions for the treatment

of persons deprived of liberty represent an im-
portant step toward respecting their rights and
facilitating their reintegration process into so-
ciety after release. Initiatives such as controlled
internet access, opportunities for education and
vocational training, electronic management of
visits and purchases, and support through on-
line platforms are measures that help in both
preserving the dignity of prisoners and improv-
ing security in penal institutions. The commit-
ment to expand and implement these policies
in line with international standards and best
practices must continue to be a key element in
treating this category of persons.

V3. PRIVACY

To gain access to digital public services,
citizens are required to provide information
that is primarily related to their identity or
“personal data.” For this to function, they
must be assured that their information will be
processed solely for the purpose specified in
their application and that it will be handled
in accordance with the law. The above affects
both the impact (consequences) of processing
personal data per the legal provisions, and the
surveillance technology. The main challenge
today lies in striking the delicate balance
between preserving individual freedom in
self-representation and addressing the secu-
rity and privacy implications associated with
various forms of identity in virtual spaces.®’

In Albania, personal data is constitutional-
ly and legally protected.'®® The Constitution,

107 Speech by the CRIPDP at the Conference organized
by the People’s Advocate with the theme: 25th Anniversary
of the Constitution of Albania — The Need for Constitutional
Interpretation and Steps for Legislative Improvements, dated
15.12.2023.

108 Article 35 of the Constitution and Law No. 9887,
dated 10.03.2008, On the Protection of Personal Data, as
amended.
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in Article 35, guarantees the individual’s right
to privacy; the right to information on the data
collected about them, as well as the right to
request correction or deletion of false, incom-
plete, or unlawfully collected data. Further-
more, the constitutional regulation extends to
the individual’s consent, as a condition for the
collection, use, and publication of their data.

Albania has ratified the ECHR, which is
self-executing and part of the internal legal
system. The Albanian state has thus assumed
the obligations arising from Article 8 of the
ECHR concerning the right to respect for pri-
vate and family life. This means that every-
one has the right to respect for their private
and family life, home, and correspondence,
and any restriction of this right must be to the
extent provided by law and as necessary in a
democratic society.

In 2022, Albania ratified Convention 108+
of the Council of Europe “For the protection
of individuals with regard to automatic pro-
cessing of personal data,” which addresses
privacy challenges arising from the use ofnew
information and communication tech-
nologies.® The Convention introduces sev-
eral innovations in data protection, such as
the expansion of sensitive data types, which
now include genetic and biometric data, union
membership, and ethnic origin; the obliga-tion
to report data breaches; new rights for
individuals in the context of algorithmic deci-
sion-making, particularly concerning the de-
velopment of artificial intelligence, etc.*'°

Furthermore, privacy is foreseen under
Goal 3 of the Digital Agenda 2022-2026, where
the specific aim relates to building trust and
protecting citizens’ data through privacy and

109 Convention 108+ was approved by Law No. 49/2022,
On the Ratification of the Amending Protocol to the Conven-
tion “On the Protection of Individuals with regard to Auto-
matic Processing of Personal Data.”

110 Albania Signs Protocols of Conventions 108+ and

205 of the Council of Europe - Office of the Council of Eu-

rope in Tirana (coe.int)

cybersecurity policies. To achieve reliable and
secure digital access to public services, it is a
necessary condition to create an infrastructure
that will serve all institutions through a closed
and secure government fibre network.!t! Ac-
cording to the monitoring report on the Digital
Agenda 2022-2026 for the first half of 2023,
a feasibility study for the establishment of the
National Cybersecurity Centre (Gov-SOC)
is underway. In the meantime, the National
Information Society Agency has established
the Government Security Operations Centre
(SOC) in February 2023. The centres will pro-
vide full visibility of the cyber environment;
monitor, among other things, vulnerabilities,
updates (patches), and controls for possible
indicators of compromise, as well as enabling
real-time incident reporting with the govern-
ment Security Operations Centre.!!2

The Citizen’s Rights Charter for Access to
Public Services, in point 16, guarantees the
protection of personal data, information, or
trade secrets during the provision of public
services. Specifically, the Charter stipulates
that citizens’ data during this process will be
protected and not disseminated without au-
thorisation and without legal cause, including
personal, judicial, sensitive data, and any oth-
er data that cannot be published in origin or
during processing.

Legislation classifies personal data into
two categories: personal data and sensitive
data, defining them accordingly. According to
the special law, personal data is considered
any information about a physical person (iden-
tified or identifiable). The elements through
which the person is directly identified include
the identity number, physical, psychological,

111 Decision of the Council of Ministers No. 370/2022,
On the Approval of the Intersectoral Strategy “Digital Agen-
da of Albania” and the Action Plan 2022-2026, Page 14.

112 Council of Ministers and the NISA (2023), Monitor-
ing Report for the Period January - June 2023 - Digital Agen-
da of Albania 2022 — 2026, Pages 14-15.
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economic, social, cultural factors, etc.'®* Some
identification elements form a special catego-
ry and are considered sensitive data, including
information related to racial or ethnic origin,
political opinions, union membership, reli-
gious or philosophical beliefs, criminal con-
victions, and health and sexual life.!'*

The processing of the personal data during
online applications for public services must be
a just, fair and lawful process, which is
automatically executed and respects several
principles, such as the right of the data subject
to know what happens with their data, or the
collection of data to the minimum sufficient
for the service required and for the specified
processing purpose.

Data processing includes several types of
actions such as collection, recording, storage,
sorting, adaptation, correction, consultation,
exploitation, use, blocking, deletion, or de-
struction and transfer of data. The legislator
has designed an open list of actions that data
controllers may conduct, thereby creating un-
certainty about what action may be considered
lawful processing of personal data.'™® The data
subject has the right to complain or notify the
Commissioner for the Right to Information
and Personal Data Protection (CRIPDP), re-
questing action to restore the violated right.

The consent of the subject is one of the es-
sential criteria that must be respected, what-
ever action is taken during the processing of
personal data. In the case of online public
services, the subject’s consent is obtained at
the start of the procedure as a condition for
accessing the “e-Albania” portal. Despite the
guarantees embedded in the platform itself,
when it comes to providing assistance for ac-
cessing “e-Albania” or during the legal con-
sultation phase for applications (as mentioned

113 Article 3, Point 1 of Law No. 9887/2008, On the Pro-
tection of Personal Data, as amended.

114 1bid, Article 3, point 4.

115 Ibid, Article 3, point 12 of the law.

earlier), the use of credentials by those assist-
ing citizens often fails to meet the legal re-
quirements. This is because very few citizens
sign the consent forms, largely due to their
lack of awareness of its importance.

CRIPDP urges greater attention to the seri-
ous risks to personal data protection in an en-
vironment where digitalization has been near-
ly fully integrated into the delivery of public
services for citizens and businesses. The orga-
nization emphasizes the importance of raising
awareness about the responsibilities related to
security and the protection of personal data.!®

All meetings held during the preparation
of this report revealed that a major concern
among participants is the protection of privacy
by data controllers and processors. Individu-
als who are unable to apply for public services
online often seek help from law offices (in the
best case) or use public internet facilities, thus
significantly increasing the risk of personal
data breaches. A striking example of this risk
is the case of farmers in Kukés (as mentioned
earlier), where a local NPO found that all the
farmers were using the same access code as a
convenient way to enter the system.

The first major breach of personal data oc-
curred in 2021, when the personal information
of 910,000 Albanian citizens was leaked. This
database included updated personal details
submitted by citizens through “e-Albania,”
along with sensitive data related to health,
family status, political views, religious be-
liefs, or ethnic background.!!” Although the
National Information Society Agency claimed
that “e-Albania” does not store, manage, or
process any data but only serves as a govern-
ment gateway for users to interact with public
institutions, CRIPDP recommended that NISA
implement protocols to cover all data process-

116 CRIPDP (2023) Annual Report 2022, p. 18.

117 Geneva Centre for Security Sector Governance
(DCAF) and Institute for Democracy and Mediation (IDM)
(2022), Bridging the Gap Between Cybersecurity and Rights,
p. 14
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ing procedures to ensure privacy. In its 2020
report, CRIPDP also found that NISA had out-
sourced the physical storage of data to a pri-
vate company through an agreement that did
not adequately address data protection regula-
tions, legal requirements, or provisions under
the Law “On Personal Data Protection.”®

This incident was reflected in a 2022 survey
on public trust in government. While 90.3% of
respondents considered personal data pro-
tection to be important, 59.8% felt that public
authorities were not managing their personal
data properly.1*®

As emphasized in the section dedicated to
Access, services related to exercising property
rights are primarily handled by notaries. The
“e-Albania” portal does not provide users the
option to give electronic consent before a no-
tary accesses their information. Additionally,
citizens report that notaries do not request
written authorizations from their clients be-
fore accessing their online data.'?

During 2022, based on individual com-
plaints, the Commissioner for the Right to
Information and Protection of Personal Data
conducted administrative investigations at
several notary offices. In conclusion, a unify-
ing recommendation was sent to the National
Chamber of Notaries to regulate this prac-
tice.1?!

CRIPDP identified several issues related to
personal data protection in notarial services:

e The state databases where notaries
are authorized to access data, and the specific
types of personal data they can access in each
database, are not clearly identified.

118 Ibid, p. 15

119 Institute for Democracy and Mediation (2023), Pub-
lic Opinion Survey 2022: Trust in Governance, Page 10.

120 Geneva Centre for Security Sector Governance
(DCAF) and Institute for Democracy and Mediation (IDM)
(2022), Bridging the Gap between Cybersecurity and Rights,
Page 18.

121 CRIPDP (2023), Annual Report 2022, p. 24.

e Data access on the “e-Albania” portal
often exceeds the principle of minimum data
possible.

e Notarial service staff do not fully in-
form data subjects about the processing of
their data on the “e-Albania” portal.

e The rights and obligations of the par-
ties involved in the agreement between the
National Chamber of Notaries and NISA are
not clearly defined, taking into account the
provisions and limitations of personal data
protection legislation.

e The notarial service sector has not de-
veloped or used a ‘consent declaration’ form
before processing personal data for individu-
als receiving these services.

Following the cyber-attack on “e-Alba-
nia,” public administration employees no lon-
ger have the partial data access they previous-
ly had. Consequently, they are now assisting
citizens using citizens’ own credentials, which
exposes them to potential claims of personal
data breaches.

In December 2021, the CRIPDP conducted
administrative investigations into the publica-
tion of databases containing citizens’ salary
information and vehicle registration data. In-
vestigations were also carried out on private
entities providing engineering services for the
National Information Society Agency, focus-
ing on the operation of databases managed by
such entities, specifically the General Direc-
torate of Road Transport Services — GDRTS -
and General Directorate of Transport - GDT.!??
Among other things, CRIPDP found that:

e Controllers do not clearly specify
which databases they are authorized to access
or the types of data they should access in each
database, leading to violations of the data
minimization principle.

e There are also no adequate technical

122 CRIPDP (2023), Annual Report 2022, p. 20.
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and organizational measures in place to en-
sure the security and confidentiality of per-
sonal data.

e Additionally, there is a lack of track-
ing and continuous monitoring of processing
activities in electronic systems, which is es-
sential for data security and confidentiality.

At the end of the investigations, the in-
stitution imposed fines on two entities*?® and
required the controller, among other things,
to clearly define the databases they are au-
thorized to access and the types of data they
should access in each database, as well as im-
plement immediate measures to prevent unau-
thorized access and ensure compliance with
the data minimization principle.'?*

In respect of the above situation, the 2023
EU Progress Report for Albania expressed
concern and called on Albania to “zake urgent
measures to prevent the recurrence of massive
personal data breaches and improve their
handling. %

The Digital Agenda 2022-2023 explicitly
outlines the public administration’s obligation
to comply with the General Data Protection
Regulation (GDPR) in the process of person-
al data processing. In 2021, CRIPDP drafted
a new law, “On the protection of personal
data” and 13 bylaws for its implementation,
aimed at aligning it with the GDPR.*?

Although it has been more than two years
since the draft law was prepared, it has not yet
been included in the legislative agenda and re-
mains among the work objectives of CRIPDP
to cooperate with responsible structures until
the finalization of procedures for the approv-
al of the new law and its implementing by-

123 Controllers , GDRTS and GDT

124 Decision No.51 and 52, dated 24.11.2022 Ven- dim-
DPSHTRR.pdf (idp.al)

Vendim-TATIME.pdf (idp.al)

125 European Commission (2023), Albania 2023 Report,
Brussels, 8.11.20233, SWD (2023) 690 final, p. 28.

126 CRIPDP (2022), Annual Report 2021, p. 28

laws.*2” The 2023 Progress Report for Albania
emphasizes that in respect of data protection,
Albania should “... improve data protection,
in particular by adopting the revised law on
personal data protection that is in full compli-
ance with the EU acquis %

The near-complete digitalization of public
services must be accompanied by same level
efforts to ensure the privacy and protection of
citizens’ personal data.

In conclusion, to ensure secure and reliable
access to digital public services, it is essential
to establish a strong infrastructure and a clear
legal framework for the protection of personal
data. Albania has taken significant steps to-
wards improving privacy and data protection
through legislation and ratification of inter-
national conventions. However, challenges
remain, especially regarding public aware-
ness, regulation of data processing practices,
and cybersecurity. Close cooperation between
state institutions, adherence to international
standards, and increased transparency must
be key to improving citizens’ trust in public
administration and effectively protecting their
personal data.

V4. TRANSPARENCY AND
ACCOUNTABILITY

For the purpose of this Report, transparen-
cy and accountability relate to the measures
taken by the Albanian government to ensure
transparency and accountability in the digita-
lization of public services. Another important
element is the extent of citizen involvement
in access to information and decision-making

127 CRIPDP, Work Program of the Office of the
Commissioner for the Right to Information and Person-
al Data Protection, January — December 2024, Page 6.

128 European Commission (2023), Albania 2023 Report,
Brussels, 8.11.2023, SWD (2023) 690 final, p. 28.
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on the digitalization of public services. The
analysis also includes the legal accountability
mechanisms the government has put in place
to address cases that infringe upon citizens’
fundamental rights.

Transparency and accountability are part of
good governance. Good governance, whichis
intrinsically linked with good administra-
tion, encompasses a range of elements such as
accountability, transparency, responsiveness
to citizens’ needs, efficiency, effectiveness,
open access, participation, predictability, the
rule of law, coherence, equality, ethical be-
haviour, anti-corruption, timely completion of
administrative processes, protection of human
rights, and simplification of procedures.*?

V41l Transparency

From a doctrinal perspective, transparency
is addressed from different viewpoints: it is
both a principle which the public administra-
tion should pursue and a goal it should meet.
Without a doubt, it is a tool that the adminis-
tration must use to fulfil its functions.

Transparency in the digitalization of ser-
vices 1s an ‘evolving aspect’ that the execu-
tive, based on available resources, should con-
tinuously work to improve. As an element that
encompasses the entire activity of public bod-
ies, % transparency relates directly to the rule
of law and the effective protection of human
rights. Transparency is not just an ethical con-
sideration but a prerequisite for accountability
in safeguarding human rights and respecting
the autonomy of every individual subject to

129 Venice Commission CDL-AD(2011)009, Study
no. 470 / 2008, para.68, p.17, “Stocktaking on the notions
of “good governance” and “good administration.” https://
www.venice.coe.int/webforms/documents/default.aspx?pdf-
file=CDL-AD(2011)009-e

130 Article 5 of the Administrative Procedure Code
states: “Public bodies carry out administrative activities
transparently and in close cooperation with the natural and
legal persons involved.”

the law.13!

“Transparency” implies specific legal reg-
ulations related to the inclusion, facilitation
of participation, and engagement of individ-
uals whose rights are affected by a particular
legal initiative. Since the adoption of digital
approaches, it has been observed that trans-
parency has not always characterized deci-
sion-making and implementation in digital
approaches; moreover, transparency has not
served as a tool that the administration itself
uses to carry out its functions digitally. Dig-
ital technology should be designed to offer
more transparency than traditional (offline)
methods of providing public services; tech-
nology should not reduce the level of trans-
parency. From the citizens’ perspective, be-
yond the undeniable advantages of digital
services, it remains unclear whether there has
been an assessment of system operations since
the launching of digital services (suchas the
case of the economic aid mentioned above)
and what findings have influenced thefurther
evolution of service provision to date.
Additionally, it is unclear how findings (e.g.,
surveys, polls, institution analyses on access,
complaints, various requests) have been ad-
dressed, how barriers to access have been
considered, and how these findings have im-
pacted subsequent regulations.

The adoption of Law No. 107/2021, “On
Co-Governance” is an initiative aimed at in-
creasing transparency and accountability. One
of the responsibilities of the Agency for Dia-
logue and Co-Governance is to continuously
inform the public about efforts to enhance citi-
zen involvement in improving public services.
This includes undertaking joint initiatives,
projects, or programs that involve citizens in
co-governance and determining how they can
participate (Article 12, letter c).132

131 Jeremy Waldron, ‘The Rule of Law in Contemporary
Liberal Theory*’ (1989) 2 Ratio Juris 79

132 According to a survey conducted in 2022, only 9.5%
of citizens had used the online co-governance platform www.
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The right to receive services transparent-
ly is also explicitly provided for in DCM No.
623, dated October 26, 2018, “On the Approv-
al of the Citizens’ Rights Charter for Access-
ing Public Services.” The Charter stipulates
that, ... we must inform you about how your
requests are handled, to eliminate legal ob-
stacles or inappropriate influences. We must
establish a responsible structure for handling
cases of corruption and abuse, and put in
place internal procedures on [staff] training
and reporting these cases. We will publish all
information regarding access to the service in
visible places, at the counters where the ser-
vice is applied for, as well as on the website of
each institution. You have the right to be
provided with identification numbers for your
applications, in order to tract the status of
your request.”

Additionally, there are other initiatives
such as the National Consultation,'*® where
citizens are invited to express their opinions
on aspects of political decision-making in
general.

Despite these inherently positive initia-
tives, there is a fragmented implementation of
transparency policies, which hinders coher-
ence and a meaningful analysis of the level
of transparency. Furthermore, mechanisms to
measure the overall level of transparency in
the digitalization of services have not yet been
established. Nor has there been an evaluation
of the effectiveness of existing transparency
tools in upholding citizens’ fundamental free-
doms and rights.

shqiperiageduam.al to file a complaint. 31.8% of those who
filed a complaint on this platform said that the complaint
was resolved. See the Public Opinion Survey 2022 “Trust in
Governance,” organized by IDM and Austrian Development
Cooperation and UNDP, Page 9, https://idmalbania.org/sq/
publikimi-i-edicionit-te-10-te-te-besimi-ne-geverisje-son-
dazh-vjetor-i-opinionit-publik-ne-shqiperi/

133 For more information, refer to: https:/mia.
gov.al/konference-per-shtyp-e-kryeministrit-edi-ra-
ma-per-prezantimin-e-rezultateve-te-mbledhjes-se-opinione-
ve-te-563-195-gytetareve-mbi-keshillimin-kombetar/

In the Digital Agenda 2022-2026, Objec-
tive 3, “Digital Citizens: Citizens and Priva-
cy, Transparency of Data and Services for
Citizens,” it is noted that citizens are posi-
tively drawn to receiving public services dig-
itally; however, there is a need to strengthen
trust in the use of personal data. The Agenda
views empowerment as a crucial factor for
its implementation. Empowerment means
enhancing the ability of citizens, business-es,
and other organizations to be proactivein
society through the use of new techno-logical
tools. Public services benefit from increased
efficiency, and the wusers experi- ence
satisfaction with the services when they meet
their expectations and are designed in
accordance with their needs, as appropriate.
Empowerment also means that governments
should provide easy access to public infor-
mation, improve transparency, and enable
effective participation of citizens and busi-
nesses in policymaking processes.”*** These
statements should be read in harmony with the
indicator passport and the measures inthe
Action Plan. It is noted that the current
indicator framework and action plan do not
address the specific actions necessary for en-
hancing transparency.

Institutions offering services through “e-
Albania” have not necessarily improved
transparency towards citizens. These institu-
tions, which are required by law to maintain
and enhance transparency, should do more
than just publish annual reports. They need
to take additional steps to ensure transparen-
cy and effective communication with citizens,
especially when there are communication is-
sues with the systems. Information counters
provide a direct and transparent way for citi-
zens to interact with public service providers,
focusing on the process, rather than relying

134 Decision of the Council of Ministers No. 370, dated
01.06.2022 “On the Approval of the Intersectoral Strategy -
Digital Agenda of Albania, and the Action Plan 2022-2026,”
Page 25.
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solely on the system. Each institution offer-
ing public services should regularly analyse
its transparency, the manner it interacts with
citizens, and other related factors such as rate
of complaint handling and compliance with
deadlines. This analysis should also consider
recommendations from the People’s Advo-
cate, the Commissioner for Information and
Personal Data Protection, and the Commis-
sioner for Protection from Discrimination.
This approach aligns with the constitutional
principles and Code of Administrative Proce-
dures.

Transparency in the digitalisation of pub-
lic services remains both a challenge and an
opportunity for the public administration. De-
spite some progress and positive initiatives,
including the new laws and the charter on citi-
zens’ rights, significant improvements are still
needed. To ensure an effective and account-
able administration, transparency should be
more than just a theoretical principle; it must
be a practical, everyday practice within the
public institutions. Moreover, digital tech-
nology should enhance transparency and cit-
izen involvement, addressing any barriers to
access and ensuring that the mechanisms in
place effectively protect and promote human
rights. This will help citizens feel more em-
powered and involved in decision-making,
contributing to a stronger and more reliable
rule-of-law State.

In conclusion, achieving the desired levels
of transparency remains a challenge for the
government, legislators, and public institu-
tions.1%

135 By Order of the Prime Minister an inter-institutional
working group has been set up to deregulate public services,
reduce waiting times for citizens, and increase transparency
of public service delivery. The results of this analysis have not
yet been made public. This development was confirmed by
the representative of the Agency for Dialogue and Co-Gover-
nance at the consultative meeting organized by the People’s
Advocate on February 29, 2024.

V42 Accountability

Accountability is a crucial component of
good governance, and it cannot be effectively
achieved without transparency and adherence
to the rule of law. Even with advanced digital
systems for public services, the legal frame-
work must establish and improve the mech-
anisms for accountability and responsibility
of those involved. In all cases, accountability
of the responsible official cannot be hidden
behind the system. Legislators need to under-
stand the significance of these systems in the
context of the services provided to citizens.
Systems should not become tools that force
citizens to pay simply because “the system is
designed this way. ” System design must align
with constitutional principles such as human
dignity, proportionality, and non-discrimina-
tion, and must be regularly assessed for com-
pliance with these principles.

In a broader context, the entire account-
ability system is made up of the executive
institutions, independent constitutional insti-
tutions and criminal prosecution bodies. Eval-
uating the effectiveness of this accountability
system is challenging. It requires assessing all
actors within the system and their responsi-
bilities over a specific timespan (for example,
since the implementation of new approaches
or even earlier). The system’s parts come into
play in situations where accountability mech-
anisms break down.

Regarding digital access, the current legal
framework provides for various channels for
citizens to access services without facing in-
frastructure or financial barriers. The Digital
Agenda outlines the following tools for ac-
countability: (i) Public Consultation (For proj-
ect drafts and strategic documents); (ii) Com-
plaint Reporting Channels established for
interaction with citizens such as “Shqipéria qé
Duam,” which allows citizens to report cor-
ruption and file complaints against public in-
stitutions; (iii) Opendata.gov.al for publishing
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open government data in editable formats; and
(iv) the portal of the Centre for Official Pub-
lications for publishing Albanian legal acts in
line with European Union standards.*3®

These administrative accountability chan-
nels, in principle, partially create the founda-
tion for citizen participation and open access,
which includes both the process of drafting
legislation and the issues related to its imple-
mentation.

The complaint system available on the
“Shqipéria gé Duam” portal is designed to pro-
vide citizens with a way to address concerns
and delays in accessing digital services. This
mechanism is part of the executive branch and
aims to bring “citizen cases” to the attention
of relevant authorities, focusing on their con-
cerns. According to Law No. 107/2021 “On
Co-Governance,” interacting through this
platform is a priority. However, issues can
also be submitted in writing via postal mail in
accordance with the rules of the Administra-
tive Procedures Code. This provision aims to
facilitate access to accountability mechanisms
for citizens who may not have the ability to
use the online platform. It combines both on-
line and offline approaches, allowing citizens
to access accountability mechanisms through
different methods.

DCM No. 623, dated October 26, 2018,
“On the Approval of the Citizen’s Charter for
Access to Public Services,” guarantees cit-
izens and businesses the right to participate
in the improvement of public services. They
are entitled to provide feedback, assessments,
and/or suggestions to help enhance public ser-
vice delivery. The Charter also commits that
“When we decide to change the way public
services are delivered, we shall consider your
feedback during the service provision pro-
cess.”

136 DCM Nr. 370, dated 01.06.2022, “On the Approval
of the Intersectoral Strategy - Digital Agenda for Albania, and
the Action Plan 2022-2026,” page 6.

Accountability also involves providing
reasons for decisions, which are sometimes
communicated through platforms and deter-
mined by them (e.qg., the economic aid scoring
system mentioned earlier). Citizens may find
it unclear how these decisions are made, how
their legality and accuracy are verified within
the system, and how they are reasoned. The
reasoning of decisions is closely related to the
principle of due legal process and the exer-
cise of the right to appeal as per constitution-
al provisions. Additionally, there is concern
about notifying decisions solely through on-
line means on the platform, especially when
decisions involve the rejection of applications
or impose financial obligations. This approach
“keeps the citizen tied to the system,” con-
stantly monitoring and interacting with the
system to check for responses, which could
become a barrier for certain groups (those re-
ceiving economic aid or individuals with dis-
abilities). In this context, incorporating SMS
notifications to inform citizens about process-
es and decisions could be considered benefi-
cial.

The Digital Agenda’s indicator passport
lists all institutions responsible for measuring
the indicators related to its objectives. NISA
periodically publishes reports on the imple-
mentation of this Agenda.'®” Periodic moni-
toring is an essential element to measure the
progress of the Agenda and the efficiency of
the institutions involved in its implementa-
tion.

Despite the above, the executive should es-
tablish efficiency measurement mechanisms
within its institutions to understand how they
interact with each other, how they respond to
the emerging challenges over time, and to the
citizens’ needs. This evaluation should also
include how well online accountability mech-

137 Monitoring Report January-June 2023: https://
akshi.gov.al/wp-content/uploads/2024/01/Plani-i-mon-
itorimit-te-AD-per-vitin-2023..pdf
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anisms have responded to the reality on the
ground, as well as assessing the possibilities
for expanding diversified access (offline) for
other accountability mechanisms (existing or
necessary to be created).

Part of the system that guarantees account-
ability for adherence to fundamental rightsand
freedoms are the independent institutions
responsible for their protection, such as the
People’s Advocate, the Commissioner for the
Right to Information and Personal Data Pro-
tection, and the Commissioner for Protection
from Discrimination. As a rule, these institu-
tions are engaged by citizen complaints, which
can be submitted in various forms, but they
may also act on their own initiative. In recent
years, these institutions have demonstrated an
increasingly proactive approach, not only in
addressing individual cases but also in taking
positions with broader bases and effects.

For instance, the People’s Advocate has
identified several cases of violations of citi-
zens’ fundamental rights and freedoms, rec-
ommending appropriate measures to address
these violations. For instance, in early 2020,
following a citizen’s complaint about issues
observed in communication with the National
Cadastre Agency and the way services were
offered by the SCA employees, the People’s
Advocate identified that “Point 6 of DCMNo.
389/2020 is incorrectly interpreted and
implemented by the State Cadastre Agencyas
evidenced by its providing services solely
through electronic systems. This understand-
ing and application of point 6 of the above
mentioned DCM conflicts with the provision
of Article 10/2 of the Code of Administrative
Procedure... as well as with the principle of
legality, provision of active assistance ”

138 Identified as a problem also in the Annual Report
2019 and 2020, p. 67
https://www.avokatipopullit.gov.al/media/manager/web-

According to the People’s Advocate, forc- ing
citizens to seek services in manners not
favoured by them, exacerbates the rights and
interests that applicants enjoy under the cur-
rent legislation. These positions of the Peo-
ple’s Advocate, although directed at a specific
structure (based on the relevant complaint),
should form the basis for interpretation and
application by other state institutions that pro-
vide digital services.

Furthermore, issues have been identified
in the relationships between citizens and local
State Cadastre Agency directorates regarding
citizens’ inability to communicate via tele-
phone lines, even though the lines are avail-
able, meaning this access method is not func-
tional for citizens.**®

According to current legislation,’*® The
Commissioner for Protection from Discrimi-
nation has the authority to conduct adminis-
trative investigations into cases, determine
whether discrimination occurred, and require
institutions to take immediate measures to pre-
vent discriminatory behaviour through their
structures (both central and local). According
to the law, the Commissioner can mandate ac-
tions that should be implemented not just in
the individual case under investigation, but
more broadly. If discriminatory practices are
identified, they should not be addressed only
in the specific case but should lead to a com-
prehensive and enforceable approach within
the institution found in violation. In the dis-
crimination complaint, the Commissioner
asked the institution to assist the complainant
by providing an employee to help her obtain
the online service through “e-Albania.”

139 People’s Advocate, Annual Report 2021, p.83. https://
www.avokatipopullit.gov.al/ _media/manager/ website/ re-
ports/Raporti%20vjetor%20i%20verpimtaris%C3%AB%20
s%C3%AB%20institucionit%20t%C3%AB%20AP%20
pP%C3%ABr%20vitin%202021.pdf

site/reports/Raporti%20Vjetor%20i%20veprimtarise%20
se%20institucionit%20te%20Avokatit%20te%20Popul-
1it%20-%20viti%202020.pdf

140 Avrticle 33, points 10, 11, 12, and 13, of Law No.
10221/2010 “On Protection from Discrimination,” as amend-
ed
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Similarly, the CRIPDP operates according
to the legal framework in cases of personal
data breaches. The CRIPDP’s positions on the
amendments to the law, “On Electronic Gov-
ernance” provide an analysis of the need for a
diversified approach. Additionally, the Unify-
ing Recommendation for the National Cham-
ber of Notaries (mentioned earlier) was devel-
oped after administrative investigations were
carried out at several notarial offices based on
individual complaints. This recommendation
aims to regulate practices within the notarial
service. Concerning the implementation ofthe
new digital approach, it should be men- tioned
that all these institutions have revieweda small
number of complaints submitted to them in
accordance with the law.

All the aforementioned institutions reg-
ularly publish annual reports detailing their
overall activities and specific administrative
investigations. Furthermore, according to
their official websites, these institutions reg-
ularly engage in awareness-raising activities
related to their areas of operation as outlined
by the Constitution and the law.

In addition to constitutional and adminis-
trative accountability, the current criminal le-
gal framework provides effective recourse in
cases where the violation of rights and free-
doms constitutes a criminal offense under the
law.

***k

The People’s Advocate assesses that, de-
spite the efforts made so far, achieving the de-
sired and required levels of transparency and
accountability remains a challenge.

Although there have been initiatives to
enhance transparency and accountability
through the digitalisation of public services,
the reality shows that existing mechanisms are
insufficient and often fragmented. Without

clear, effective, and coordinated mechanisms,
the goals of transparency and accountability
cannot be fully achieved, leaving citizens in a
state of uncertainty and lack of trust in digital
public services.

Despite the undeniable advantages of dig-
ital services, it remains unclear whether there
has been a comprehensive and ongoing eval-
uation of these services since their initial ap-
plication. Institutions providing these services
should conduct periodic analyses of transpar-
ency levels and publish their findings. Howev-
er, this practice has not yet been established.

The People’s Advocate also notes that the
functions of the Agency for Dialogue and Co-
Governance overlap with those of the
People’s Advocate as an independent institu-
tion with a consolidated mandate to protect
citizens’ rights and freedoms. The People’s
Advocate acts as a constitutional mechanism
in overseeing and monitoring potential hu-
man rights violations by public administration
bodies. The creation and operation of mecha-
nism with similar objectives leads to institu-
tional confusion and fragmentation of efforts
to protect citizens’ rights, as well as weaken-
ing existing transparency and accountability
mechanisms.



VI. CONCLUSSIONS AND RECOMMENDATIONS

CONCLUSIONS

Digital access to public services has al-
ready become an irreversible reality, consti-
tuting a reform with positive economic and
social effects in Albania. Despite the unde-
niable advantages, we are all aware that this
approach brings with it significant challenges.
These challenges relate to the realization of
fundamental rights and freedoms for certain
social groups, as well as risks associated with
the use of technology and the corresponding
protective mechanisms.

Analysis of Albanian legislation and com-
parative review with the laws of other Euro-
pean and Western Balkans countries shows
that lawmakers generally aim to provide equal
opportunities for all citizens in digitalized
public services. In some cases, this includes
specifically addressing non-discrimination as
a principle in accessing online public services
or addressing the digital divide through legal
provisions for certain categories of citizens
(the elderly, persons with disabilities).

However, Albanian legislation reflects
a lack of harmonization among the various
legal and sub-legal acts that clearly regulate
the provision of online public services in the
country. Although the Code of Adminis-
trative Procedures primarily adopts a tradi-
tional approach regarding service provision,
it sets forth general principles for the public
administration activity (principles of active
assistance or non-discrimination), which
should have been considered when special
laws, such as those on electronic governance,
were adopted or when the initiative to fully
transition to digital public services was un-
dertaken. Thus, documents with wet stamps
are still required in order to obtain certain
services, even though these documents can

only be obtained through online applications
on “e-Albania.”

The implementation of a fully digital ap-
proach to public services for less than two
years has revealed the existence of various
barriers. These include technological barriers
(closely related to the digital divide/quality of
the internet, or internet access), economic bar-
riers (the inability to secure appropriate devic-
es for applications), and those related to the
lack of digital skills.

Despite positive developments, improve-
ments, and ongoing efforts by the executive
during the implementation of the approachas
required by the Digital Agenda, the provi- sion
of online public services has had vary- ing
effects on the citizens. While the majorityof
citizens and businesses have transitioned
smoothly, other segments have inevitably
faced difficulties in accessing these services
due to the aforementioned barriers. The elder-
ly, people with disabilities, children (or their
parents/guardians), members of the Roma and
Egyptian communities, and individuals with
low income have found it difficult to complete
applications on their own in a timely manner,
and without incurring extra costs.

Without an alternative option for receiving
services through other mechanisms, such as
in-person assistance from public administra-
tion staff at the relevant institution, citizens
have had to rely on law offices or internet
points (both of which are paid services). This
has increased the cost of accessing public
services. The involvement of Legal Aid Of-
fices, Social Service Offices, regional offices
of the People’s Advocate, the Commissioner
for Protection from Discrimination, and lo- cal
NPOs (which protect women victims of
domestic violence, support people with dis-
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abilities, as well as the Roma and Egyptian
communities, and farmers) has been valuable
in implementing the new approach and has
helped reduce the additional financial burden
on citizens where possible. However, this as-
sistance cannot and should not become a regu-
lar practice. Providing support and assistance
before, during, and after applying for a pub-
lic service should remain the responsibility
of the institution mandated according to the
law. Any other measures that do not align with
legal competencies could distort their powers
and the legislative intent.

Digital systems must undergo continuous
evaluations to ensure they operate with a fo-
cus on placing the “citizen at the centre” and
protecting their fundamental rights and free-
doms. For this reason, it is essential to estab-
lish sustainable and effective mechanisms for
transparency and accountability. These mech-
anisms should be built based on real-world
conditions, experiences, and the expectations
of citizens regarding public services.

The process of digitalizing public services
has inevitably increased the risk of privacy
breaches and violations of personal data pro-
tection rights. Albanian legislation in this area
needs updates in order to align it with EU di-
rectives.

RECOMMENDATIONS

Despite the positive impacts of digitalizing
public services on citizens and public institu-
tions, this report identifies the need for var-
ious interventions at different levels through
short-term and medium-term measures. These
measures aim to improve online service deliv-
ery and create conditions for alternative (of-
fline) methods. Such measures could include
legislative changes, policy adjustments, law
enforcement actions, and capacity building.
They should also involve raising awareness,

enhancing transparency, and ensuring ac-
countability within both the executive (some
of the institutions within it) and legislative
branches.

Short-Term Measures

Review the policy approach to introduce
alternative methods for delivering public ser-
vices (diversified approach) is crucial. This
includes providing direct interaction at service
counters of the relevant institutions, especial-
ly for citizens who are less able to access ser-
vices independently, such as the elderly, per-
sons with disabilities, members of the Roma
and Egyptian communities, low-income indi-
viduals, or those with low levels of education.
The legislator has the discretion to develop a
clear procedure for these groups, based on ap-
proaches followed in EU countries (either in
specific legislation or within the broader legal
framework).

Accelerate the implementation of ac-
tivities outlined in Albania Digital Agenda
2022-2026, with the aim of ensuring access
to public services for all citizens without dis-
crimination due to age, place of residence, ed-
ucational and economic status, disability, or
affiliation with a specific group. In this regard,
the following are prioritized:

e Accelerating the implementation of
the agenda and state policies regarding the
quality of broadband networks to improve in-
ternet quality in rural areas, ensuring that cit-
izens in these areas do not have to travel to
urban canters to access public services due to
lack of connection/internet quality.

e Accelerating the integration of systems
to enhance efficiency within the public admin-
istration in assessing applications. Accelerat-
ing the implementation of improvements for
interaction with the “e-Albania” platform and
supporting infrastructure, making it suitable
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for individuals with special needs, simplifying
forms to be user-friendly, simplifying the lan-
guage of instructions, localizing the language,
and including design elements that generally
make it more user-friendly.

Public administration institutions, both cen-
tral and local, providing all services through
“e-Albania” (including, but not limited to, the
State Cadastre Agency, the Regional Director-
ate of Health Insurance, etc.), should organize
work processes in such a way as to provide
dedicated staff to offer assistance (guidance)
at the counters for individuals who cannot ap-
ply for public services online independently

Enhance transparency and account-
ability by involving citizens and marginal-
ized groups in decision-making about digital
access to services, with the goal of mak- ing
these services more accessible to these groups.
Public administration institutions providing
services through “e-Albania” must strictly
follow the requirements of the law“On Co-
Governance,” improving citizens’ access to
public services through technolo-gy and
innovation. The Agency for Dialogue and Co-
Governance should ensure that state
institutions are held accountable for deliver-
ing public services through alternative (of-
fline) methods that are fast, efficient, trans-
parent, and of high quality.

It is also crucial to raise citizens’ aware-
ness of the importance of accessibility on“e-
Albania” and the benefits it offers, partic-
ularly for those living in rural areas. There
is a need for focused support programs and
training for vulnerable groups, which can be
provided in partnership with non-governmen-
tal organizations and educational institutions.
These programs should aim to improve their
understanding of technology and online appli-
cations. Additionally, it’s important to educate
them about the risks to personal data when us-
ing services from unauthorized providers.

Mechanisms should be created in order
to measure and evaluate citizens’ satisfac-
tion with digitalized services. These mech-
anisms should be designed inclusively and
transparently. Findings should be part of a
comprehensive analysis of the legislative in-
terventions aimed to be approved. In this as-
pect, the policymaking of the executive and
legislative branches should be based on ob-
jective criteria, such as evidence, facts, peri-
odic surveys, investigations, local level ac-
cess (involving municipalities), as well as the
development of detailed statistics for specific
groups and the use of services by them.

The continuous enhancement of public
administration staff capacities related to “e-
Albania” services and the completion of
applications so that they can better support
citizens in accessing more services. On the
other hand, public administration employees,
in collaboration with the Commissioner for
the Protection of Personal Data and the Right
to Information, should be trained to address
the challenges that digital access to public ser-
vices brings in terms of ensuring privacy and
protecting personal data, while promoting the
collection and processing of this data in accor-
dance with the law.

Establishing bridges of cooperation and
dialogue between local authorities (munic-
ipalities) and other entities (Law Clinics at
Faculties of Law or NGOs) through effective
policies, strategies, and measures for the cre-
ation and operation of the social fund, among
other initiatives. These efforts aim to provide
on-the-ground assistance for specific catego-
ries and to narrow the digital divide among
different groups of citizens.

Medium-term measures

Implementing a digital approach in the pro-
vision of public services in accordance with
fundamental rights and freedoms also requires
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the adoption of long-term measures, realized
through institutional cooperation, such as:

e  Assessing the need to review the legal
framework to harmonize legislation regarding
the methods (alternatives) of providing public
services across all areas (taking into account
the specificities of each service), with a clear
provision for the digital delivery of services.
In this context, the legislator should evaluate
the potential for including the right to internet
access as a fundamental utility service and en-
suring its availability in rural areas.

e Developing policies that ensure equal
access and respect for the principle of non-dis-
crimination in the context of digitalization,
especially for individuals who are subject to
special protection (such as women or chil-
dren) and vulnerable groups like the elderly,
people with disabilities, minorities, or those
with insufficient income.

e Assessing the need to review the eco-
nomic assistance scheme to include the costs
of internet connection, as well as reimbursing
certain groups for costs incurred in obtaining
public services that require payment (such as
applications with the State Cadastre Agency)
or services provided through notaries or law
offices.

e Integrating lessons into school curric-
ula to teach students how to use digital portals
like “e-Albania,” preparing them for the reali-
ty of accessing public services online.

e  Establishing methods for verifying cit-
izens’ identities, as well as providing various
mechanisms to file complaints, including op-
tions available at the local level.

e Carrying out regular surveys to gather
feedback and assess the effectiveness of digi-
tal services.
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